PaGouas nporpamMmma qucHUILIUHBI (MoayJisl)) « MH(OKOMMYHUKANIMOHHbIE CUCTEMbI U
CeTH», BKJII0YAs OLleHOYHbIe MaTePHAJIbI

1. TpeGoBanus Kk pe3yiabTaTaMm 00yYeHUsI M0 TUCHUILIMHE (MOTYJIIO)
1.1. Ilepeyenb koMmeTreHuMi, ¢opmMHupyeMbIX JHCHUIVIMHOW (MoOay/J1eM) B Ipouecce
OCBOEHHS1 00pa30BaTeJbLHONH MPOrPaMMBbl

I'pynna komneTeHUM Kareropusi komnereHumii Koapbl u conepkanne KoMneTeH Ml
YHuBepcalibHbIE - -
OobmenpodeccroHabHBIC - OIIK-2. CrmocobeH MMOHUMATH

NPUHOUIBL  pabOTBl  COBPEMEHHBIX
MH(QOPMALMOHHBIX TEXHOJOTHH U
MPOTPaMMHBIX CPEJICTB, B TOM YHCIIE
OTEUYECTBEHHOTO IPOM3BOJCTBA, H
UCTONB30BaTh UX IPU  PELICHUU

3ama4 npodeccroHaTBHOM
JeATEeIbHOCTH

- OIIK-5. CriocoOeH WHCTaJUIMPOBAThH
pOrpaMMHOE " anmapaTHoe

obecrnieuenne 11 MHOOPMAIMOHHBIX
Y aBTOMaTU3UPOBAaHHBIX CUCTEM

- OIIK-7. CmocobeH TpHUMEHATH B
HPaKTHYECKOH JEeATEeIbHOCTH
OCHOBHBIC KOHIICTIIIUK, ITPUHLHIIBL,
Teopur W (GaKThl, CBS3aHHBIC C
nH(popMaTUKON
[IpodeccronanbHble - -

1.2. KoMmneTteHIuM ¥ HWHINKATOPbI MX JOCTH:KeHHHA, (POPMHUPYEMbIX JHCHHUILJIMHOM
(MojyJieM) B mpouecce 0CBOeHUsI 00pa30BaTeIbHOI MPOrpaMMbl

Kon Kon unaukaropa
Copep:xaHue HHAUKATOPA KOMIIeTEHIHHT
KOMIIeTeHIIN I KOMIeTeHIIMH

OIIK-2 OIIK-2.1 Hcnonp3yeT coBpeMeHHbIE MH)OPMAITMOHHBIE TEXHOJIOTHHU TIPH PEILICHUN
3a1a4 IpoQecCHOHAIBHOMN JIeSITeIbHOCTH

OIIK-2 OIIK-2.2 Hcnonb3yer mnporpaMMHbIE CpPEACTBA, B TOM 4YHUCIE OTEYECTBEHHOIO
MIPOM3BOJICTBA, MPH PEIICHHUH 3a/1au NMPOophecCHOHATBHOM AesSTeIbHOCTH

OIIK-5 OIIK-5.1 Vcnonp3yeT coBpeMEHHBIE NpPOTPaMMHBIE CPENCTBA UL HACTPOMKH U
ynpasieHusi HHPOPMAIMOHHBIMH U aBTOMATU3HPOBAHHBIMU CHCTEMaMHU

OIIK-5 OIIK-5.2 Hcnonp3yeT cOBpeMEHHBIE ammapaTHBIE CpPEACTBA U MHTErpalud B
nH(pOpMaMOHHbBIE U aBTOMAaTU3UPOBAHHbIE CHCTEMBI

OIIK-5 OIIK-5.3 IIpumensier  MeTOABl  YCTAaHOBKM  CHUCTEMHOIO M IPUKIATHOIO
IIPOrPaMMHOTO obecrieueHNsIM Ui MHPOPMAIMOHHBIX u
aBTOMATH3HPOBAHHBIX CUCTEM

OIIK-7 OIIK-7.1 AHanu3upyeT TMPaKTUKA  HCIOJB30BAHUS  OCHOBHBIX  KOHIICTIIIHIA,
NPUHLOUIOB, Teopuid ¥ (akToB, CBA3AHHBIX C HMH(POPMATHKOH, B
podecCHOHAIBEHON JeITEbHOCTH

OIIK-7 OIIK-7.2 CriocoOeH  TpuMeTaTh B IIPAKTUYECKOH JIEITEIbHOCTH  OCHOBHBIC
KOHLENIUH, TPUHLHIIBL, TEOPHH M (DAKThI, CBSI3aHHBIE C MHYOPMATHKOH.

OIIK-7 OIIK-7.3 Hcnonp3yeT B TPaKTHYECKOW EATETHHOCTH OCHOBHBIC KOHIICIIIIHH,
MPUHIIMIIBI, TEOPUH U (PAKThI, CB3aHHBIC C MHPOPMATHKOM.

1.3. Pe3yabTaThl 00y4eHuUsI 10 JUCUMILIMHE (MOLYJII0)
Heab u3yyeHMsi AUCHMILIMHBI (MoayJsi) — <¢opMmMupoBaHHEe Yy OOyyaroIIMXCs OCHOB
npoecCHOHANBHBIX 3HAHUH M yMEHMH B 00JIaCTAX MOCTPOCHMS, (DYHKIMOHHPOBAHMUS,
OPUHIUIIOB  yNpaBIE€HUS W JMArHOCTMKM  KOMIIBIOTEPHBIX ~ MH(POPMALMOHHBIX U
TEJIEKOMMYHUKALIMOHHBIX CHUCTEM M CETEH, Pa3BUTHs CIOCOOHOCTEN MPUMEHEHHS MOJyUYEHHBIX
3HAaHUU JJIs PELIEHUS NPUKIAIHBIX 3a1a4.

B pesynbrare nzydeHust JUCIUIUTHHBI (MOIYJIs1) OOYJArOIIHIICS JOMIKEH
3HATh:

e wmojgenu uHpopMmanuoHHbIX ceteil (Moxens BOC, TCP/IP); TexHonoruu opraHu3anuu
¢u3nueckoil cBA3M B HMH(POKOMMYHUKALMOHHBIX CeTSAX; KOMMYHHMKALIMOHHBIE U



NPUKJIaIHBIE TPOTOKOJBI MH(POKOMMYHHKaMOHHBIX cucteM u cereit (HDLC, PPP, IP,
TCP, wm np.); xKiIo4YeBble TIpeoOpa3oBaHus HMHPOPMAIMOHHBIX TMPOIECCOB B
KOMMYHHUKAIIMOHHBIX ~ CeTAX (MOIYJSALMS, MYJbTUIUIEKCUPOBAaHHE, KOMMYTAIHs,
JIOTUYECKOE KOAMPOBAHME); MPUHLUIIBI MaplIpyTU3allid MHPOPMAIIMOHHBIX MOTOKOB B
MH(POKOMMYHHUKAIIHOHHBIX CETSIX;

yMeThb:

e MHCTAJUIMPOBATh U HACTPAaWBATh NPOrpaMMHO-anmnapaTHsle cpeactsa JIBC; nponsBoauts
MonutopuHr JIBC, nouck u ycrpaHeHHe HEMCIPAaBHOCTEN anmnapaTHOro U MpOrpaMMHOIO
XapakTepa;

® BBIIBISATH HEOOXOAUMOCTh B PEOPraHMU3alUU HH(POKOMMYHUKAITMOHHBIX CUCTEM M CeTei
C TIOMOIIIBIO CPEICTB MOHUTOPHHIA U aHajIn3a Tpaduka;

BJIAJETh:

® T[PAaKTUYECKUMHU  HABBIKAMH  MOHTaXa, KOH(QUTYpPUPOBAaHUS ¥  JTUArHOCTHUKHU
KOMIIBIOTEPHBIX CETEN.

2. O0beMm, CTPYKTYpa U coJep:KaHue TUCHUILINHBI (MOLYJIs1)
2.1. O0beM QM CHUIIMHBI (MOIYJIs1)

Buowt yueonoi pavomut Dopmut 00yuenusn

Ounasn

O0mas TPyI0eMKOCTh: 3a4ETHbIE eIMHUIIBI/Yachl 5/180
KonTakTHas padora: 90
Jlexkuun 36
JlabopatopHbie paboThI 0
[IpakTHyeckue 3aHsTHS, CEMUHAPEI 54
IIpoMeskyTOUHasi aTTeCTAlMA: YK3aMEH 36
CamocrosiTesibHas padora (CP) 54

2.2. Tembl (pa3geiibl) AUCHUILIMHBI (MOAYJISA) € YKa3aHMEM OTBEJIEHHOI0 Ha HHUX
KOJIN4eCcTBa 4acoB 1o (popmam 00pa3oBaTeIbHOM AeSITETbHOCTH
Ounasn popma odyuenus

Buabl yueOHoii padoThl (B 4acax)
Ne | HaumeHoBanme TeM Konraktias padora
3ausaTus
n/n | (pa3aesoB) 3aHATHSA CEMHUHAPCKOr0 THIA CpP
JIEKIIMOHHOT'0 THIIA
JI Hubie 3 C JIP Huble

1. OcHOBHBIE TIOHATUA U 2 0 4 0 0 0 4
OIpe/ieTIeHUs,
KJIaccupUKAIUS
MH()OKOMMYHHKAIIMOHHBIX
CUCTEM U ceTeil

2. Om3naecKuit YPOBEHB 2 0 4 0 0 0 4
Mozenu BOC.
TeopeTnueckue  OCHOBBI
Nepetadyy JaHHbIX

3. KananbHbIf  ypoBeHb B 2 0 6 0 0 0 4
JIBC

4. CeTeBOll ypOBEHb MOJECIH 2 0 6 0 0 0 6
BOC

5. TpaHCOPTHBIN  YpPOBEHb 2 0 6 0 0 0 6
Mmojenu BOC

6. Opranuzanus ceTu 2 0 6 0 0 0 4
WNurepner. IlpuxnagHoii
ypoBeHb Monenu BOC

7. CrpykTypHsanus 1 0 4 0 0 0 4
MH(POKOMMYHHUKAITHOHHBIX
cereit

8. COop u aHamM3 CETEBOTO 1 0 4 0 0 0 4
Tpaduka

9. KommutexcHsrit 1 0 4 0 0 0 4
MOHHUTOPHHT CETEBBIX




YCTPOMCTB

10. | Texuuyeckas 1 0 4 0 0 0 4
6e3onacHocts JIBC
Ilpumeuanusn:

JI — nexuuu, I13 — npakrtuyeckue 3anstusi, C — cemunapsl, JIP — nabopatopusie padotsi, CP —
caMmocCTosiTeNIbHas paboTa.
2.3. Conep:xanue TMCHMILIMHBI (MOAYJIsI), CTPYKTYPHMPOBAHHOE MO TeMaM (pa3jenaM) M
BHJIaM padoT

Conep:kaHue JeKIHOHHOTO Kypca

i\ﬁ[ HaumenoBanme Tem (pa3aesoB) Copep:xkaHue JeKIMOHHOIO Kypca
1. | OcHoBHBIE TIOHATHUS u | OTHOpaHTOBbIE U KIUEHT-CEPBEPHBIE  ApPXUTEKTYphl  CETEH.
OTIpezIeTICHUS, knaccuukanusa | MaTepderics! n cepsuc. KauecTBeHHBIE XapaKTEPUCTUKU U METOZBI
NH(POKOMMYHHUKAIIMOHHBIX CHCTEM | OIEHKH 3((EeKTUBHOCTH WHPOPMALMOHHBIX CETEH.
U ceTei
2. | Ousnueckuil  ypoBeHb  Mojgenu | OCHOBHBIE XapaKTEPUCTUKU JTUHHN cBA3H. CIEKTpalbHBIA aHAIU3
BOC. Teoperuueckue OCHOBBI | JIMHHIA CBsi3U. Mckaxenus, AYUX, mpomyckHas CIIOCOOHOCTB,
nepeaay JaHHbIX JIOCTOBEPHOCTb U IOMEXOYCTONYUBOCTb.
3. | Kanansnsrit yposens B JIBC CrocoObI KOHTPOJIS PAaBUIILHOCTH TIepeaun HH()OPMAIIUH.
Buns! npenocraBisemoro cepsuca. PazOuenne Ha kanpbl. TexHuka
OaiiT- u our-cTaddunra.
4. | Cereoii ypoBens Mmozenu BOC Mertoap! MapIpy T3 HH()OPMALTMOHHBIX TOTOKOB.
JleiTarpaMMHBI UM OPUEHTHUPOBAHHBIA Ha COEJUHEHUE CEPBHUC:
CpaBHUTENbHAs XapaKTePUCTUKA M  TPUMEPBl  pealu3aliiu.
[Tpobnema neperpys3Ku CeTH.
5. | TpancropTHBIii ypOBEHb MOAETH | XapaKTEPUCTUKU CepBUCA. DJIEMEHTHI TPAHCIOPTHOTO IPOTOKOJIA:
BOC ajZipecanysi, YCTaHOBJIEGHHE W pa3pblB COCOMHEHHS, YIpPaBICHHE
MMOTOKOM, MyJbTHILIeKCHpoBanue. [Ipumepsr mportokonos: TCP,
UDP, RTP.
6. | Opranmsanus cetu  Uarepuer. | CereBoil ypoBeHb B Internet. Apnpecanmsa B IP-cersix. Kiaccsr
IIpuknanHoii  ypoBeHb  Mogzenu | azxpecos. Iloxceru.
BOC CereBoii ypoBens B Internet: IP mporoxon, axpecarusi, IpOTOKOJIBI
Mapmpyrtusanud, npotokoasl ICMP, ARP, RARP.
7. | Crpykrypuzanus CrpyKTypHu3anusi METOJOM CETMEHTHPOBAHUS CETECBOIO CEIMEHTa
MH()OKOMMYHHKAIIMOHHBIX ceTel Ha KaHAJIbHOM YypoBHE. TEXHOJNOrHMsS BHUPTYaJbHBIX CETEBBIX
cermeHTOB (VLAN).
8. | Cbop n ananmu3 cereBoro Tpaduka Meroapl M TEXHOJNOTMM cOOpa M aHalW3a CETEeBOro Tpaduka.
Hcnonbs3oBaHue cereBoro ananusaropa (cHuddepa) st aHanuza
TpaduKa JOKAIbHOI BEIYMCIUTEIILHOM CETH.
9. | KommexcHsIit MOHUTOPHHT | OTpaboTKa MPAaKTHYECKUX HABBIKOB HACTPOWKH M MCIOJIH30BAHUS
CETEBBIX YCTPOUCTB CPEACTB MOHHTOpPHHTA Juii cOopa HHpOpPMammd O CETEeBBIX
YCTpPOMCTBAX
10. | Texnuueckas 6e3zonacuocts JIBC Mertoapl M TEXHOJOTUU 00ECHEeYeHUs] TEXHUYECKOH 0e3011acHOCTH
JIBC. [IlporpamMmHBIC CpeAcTBa OOCCIICUCHUS TEXHUYCCKOU
6e3omnacuoctu JIBC.
Coaepixkanue 3aHATHII CEMHHAPCKOI0 THIIA
I‘D‘; HaumeHnoBaHnue Tem (pa3aesnon) Tun Copep:xaHue 3aHATHII CEMMHAPCKOI0 THIA
1. | OcuoBHble mousTHs U onpenenenus, | [13 | [IpuHumnser  paborbr  cereid  Ethernet.  Opranuzanus
KIaccuuKanus MpOBOIHOTO  cereBoro cermenra Ethernet. Monemn
MH()OKOMMYHHKAIMOHHBIX CUCTEM U B3aUMOAEHCTBUS y3/I0B B ceTsix DBM: sranoHHas mMopens
cerei BOC. Monens TCP/IP. MHdopMannoHHbIE peCcypChI ceTeii.
2. | ®usnueckuii yposens mozenu BOC. | II3 | Hudposoe KOJUPOBAaHUE, MOAYJIALMS u
Teopernueckue OCHOBBI Iepenadu MYJIBTHIIJIEKCUPOBAHUE; METOABI KOMMYTAIHN.
JITaHHBIX Knaccudukanms ¥ XapakTepUCTUKM Cpex  Iepenaud,
HCIIOJIb3yeMbIX B MH(OKOMMYHHUKAIIMOHHBIX CeTAX. Buras
napa, KoakCHallbHbI KaOesb, ONTOBOJOKHO, OECIPOBOIHAS
nepenada, CIyTHUKOBass cBA3b. OCHOBHBIC NPUHIIUIIBI
MMOCTPOeHU W (YHKIIMOHUPOBAHUS TENEPOHHBIX CETeH.
[{ndpoBble ceTH ¢ HMHTETPUPOBAHHBIM OOCITYXKHBAaHHEM.




OcuoBbl  TexHonoruu ATM. Ilpunmunsr MKM, cucrema
unpoBoi mwiesnocuaxponnor uepapxuu(PDH).

3. | KanansHsiii yposens B JIBC I13 | Ucnpapnstomue u 00OHapy KHBaroIIHe KOJBL.
HUcnpasnsromunii KOJ XsMMHHTA, LUKINYECKUN
M30BITOUHBI  KOA. YIpaBieHHE IOTOKOM, IPOTOKOJ
CKONIB34IIer0 OKHa. IIpumepsl NpOTOKOIOB KaHAIbHOIO
ypoBus: HDLC, SLIP, PPP. IlogypoBens aocTyma K cpene
nepepaun. CTaTudeckoe M AMHAMHUYECKOE NpeIoCTaBICHUE
kaHama. [IpoTokodsl MHOXECTBeHHOro poctyma. MAC-
TIPOTOKOJIBI OecIpOBOTHBIX CeTeM. Opranuzanust
IIPOBOJHOTO CETEBOTO CETMEHTa

4. | CereBoit ypoBeHs Mozaenu BOC I13 | Knaccngukanust aaropuTMOB MapIIpyTH3allMH, OCHOBHBIE
MIPOTOKOJIBI MapIIpyTU3alMK, HPUHIUI 00X0Ja TaOJHIIbI
MapUIpyTHU3aLUH. MexceteBoe B3aUMO/JIEHCTBUE:
MapIIpyTH3aLus, TyHHEJIMPOBaHHE, npobiema
¢parmenranuu. [IpoTOKONBI MapIIPyTHU3ALKU MO BEKTOPY
paccrosiaus. IIpoTokonsl Kiacca ‘link-state’.

5. | Tpancrioptablii  ypoBeHb Mozaenw | II3 | XapakTepucTuku cepBHCa. OJIEMEHTHl TPAHCIOPTHOTO

BOC MPOTOKOJA:  ajpecanusi, YyCTaHOBICHME U  pa3pbIB
COEIMHEHMUs, yIpaBIIEHHE MOTOKOM, MYJIbTUILIEKCUPOBAHHUE.
[Ipumeps! nporokosnos: TCP, UDP, RTP.
6. | Opranmzauus cetu  HMutepuer. | I3 | Cucrema wumenoBanus jgomeHoB DNS. IIpoToxossi
[puxnagaoii yposeHs Mogenu BOC npukiaaHoro yposHs B Internet: IlpoTtokon ynpasieHus
SNMP. Ilportokon nepenauun ¢aiinos FTP. Cepsuc WWW:
nporokos1  HTTP, s3plku  pa3MeTkd  JTOKYMEHTOB.
Opranuzanus 371eKTpOHHON NouTh B IHTEpHET, MPOTOKOIIBI
SMTP, POP3, IMAP4
7. | CtpyxTypu3anus I13 | Ctpykrypusamusi METOAOM CETMEHTHPOBAaHHUS CETEBOrO
WH()OKOMMYHHKAIMOHHBIX CEeTer CerMEHTa Ha KaHAJIBHOM YPOBHE. TeXHOJIOTHS BUPTYaIbHBIX
ceteBbix cerMeHTOB (VLAN).

8. | Coop u aHanm3 cereBoro Tpaduka [13 | MeTozap!l ¥ TEXHOJIOTUH cOOpa U aHATU3a CETEBOrO Tpaduka.
Hcnonr3oBanue cereBoro anHanmzatopa (cHuggepa) mist
aHanM3a TpaduKa JOKAITbHON BHIYMCIUTENBEHON CETH.

9. | KommnnekcHsIi monutopusr | I3 | OrpaboTka IpakTHYECKUX  HABBHIKOB  HACTPOHKH W

CETEBBIX YCTPOMUCTB UCTIONB30BAaHMs  CPENCTB  MOHMUTOpPHHra s  cbopa
MH(OpMaIIMK O CETEBBIX YCTPOUCTBAX

10| Texumueckas 6e3omacuocts JIBC 13 | Metonsl W TEXHOJOTHHM OOECIEYEHUS TEXHUYECKOM
6e3omacaoctu JIBC. IIporpamMHBIe cpeacTBa obecredeHus
TexHu4YecKor OezomacHoctu JIBC.

Cojaep:xkaHue caMOCTOSATEIbHOI padoThI
3‘;‘; HaumenoBaHue Tem (pa3eyioB) Copep:kaHue caMOCTOATEIbHONH PadoThI
1. | OcHOBHBIE HIOHATHSL n | MndopmanmonHsle pecypchl ceTel.
ofpeieNneHus, Knaccudukanms
NH()OKOMMYHHKAIIMOHHBIX CHCTEM
U ceTel
2. | ®usnueckuit  ypoBenb  mozenu | [Ipunmmner WKM, cucrema 1udpoBoli  MIe3MOCHHXPOHHOM
BOC. Teopernueckue ocHoBH | mepapxun(PDH).
Tepeiad JaHHBIX
3. | KananeHslit ypoens B JIBC IIpotokoner  MHOXxecTBeHHOro  goctyma.  MAC-mpoTOKoJbI
OecnipoBomHBIX  cereif. OpraHuzanusi TPOBOJHOTO  CETEBOTO
CerMeHTa

4. | CereBoii yposens moaenn BOC IIpoTokoJibl MapLIPyTU3aLUU 110 BEKTOPY paccTosHUs. IIpoTokosl

knacca ‘link-state’.
5. | TpaucmoprHbeiii ypoBerb wmoxenu | [Ipmmeps mporokoios: TCP, UDP, RTP.
BOC

6. | Opranmzanus cetu  Mareprer. | Opranusanus 53I€KTPOHHOM mouThl B VIHTEpHET, HPOTOKOJIBI
[Ipuknagnoit  ypoenp  Mogenu | SMTP, POP3, IMAP4
BOC

7. | Crpykrypuzanms TexHOMOTHA OpTaHMW3alMM BUPTYAJbHOTO CETEBOTO CETMEHTa C
MH()OKOMMYHHKAIIMOHHBIX CeTeH nomotipio VLAN.

8. | Coop n ananm3 cereBoro Tpaduka Hcnonp3oBaHue cereBoro ananusaropa (cHuddepa) s anammza

4



TpaduKa JOKATLHOW BRIYHCIUTEILHON CETH.
9. | KommexcHsbIi MOHUTOPHHT | OTpaboTKa MPAaKTHYECKUX HABBIKOB HACTPOWKH M HCIOJIH30BAHUS
CETEBBIX YCTPOMICTB CpPeICTB MOHHTOpPHHTAa i cOopa HWHPOPMANUH O CETEBBIX
YCTpPOMCTBAX
10. | Texuuueckas 6e3omnacHocts JIBC [TporpammMHBIe cpencTBa o0ecrieueHNs] TEXHUYECKOH 0e3011acHOCTH
JIBC.

3. OuneHOYHbIE MATepPHAJBI JJsl TNPOBeJIEHUS] TeKYyllero KOHTPOJSI YCINeBaeMOCTH WU
MPOMEKYTOYHOM aTTecTAlluU 00yYAKIIMXCS M0 IMCUUIIMHE (MOLYJII0)
[lo nucuumunHe (MOIYJIO) HPEXYCMOTPEHBI CIEAYIOIIME BUIbl KOHTPOJIS KadyecTBa
OCBOCHHUSI:
® TEKYIIM KOHTPOJb YCIEBAEMOCTH;
® [IPOMEXYTOUHAs aTTeCTALUs OOYYAIOIUXCS O AUCHUILTUHE (MOIYJIIO).
3.1. OneHoYHbIe MaTepHAJ bl IS NPOBeJeHHUs] TeKyllell arrecTalMyd MO JUCHUILIHHE

(Mmoay.110)
Ne | Kontposupyemblie TeMbl (pa3aeJibl) HaumeHoBaHuUe OLIEHOYHOTO CpeICTBA
n/n
1. | OcHoBHBIE TIOHATHUS u omnpeneneHus, | YCTHBIN omnpoc. Keiichbr. JurckyccroHHbIe
knaccudukanys MHOOKOMMYHUKAIIMOHHBIX CHCTEM | mpoueaypbl. MUHU-TECT
u ceTel
2. | Omsuueckuit YPOBEHB MOJIENH BOC. | Ycrupnii  ompoc.  Keiicel.  JluckyccHOHHBIE
Teoperuueckue OCHOBBI IEpPeJaud JaHHbBIX nporueaypsl. MuHu-Tect
3. | Kananensiit yposens B JIBC VYerelii  ompoc. Keticel.  JlucKycCHOHHBIE
npoueaypsl. MUHH-TECT
4. | CereBoii ypoBenb Mmojenu BOC VYerHpIid  ompoc. Keiicel.  JluckyccuoHHBIE
nponeaypsl. MuHH-TECT
5. | TpancnopTHsIi ypoBeHb Monenu BOC VYerHpiid  ompoc. Keiicel.  JluckyccuOHHBIE
npouenypsl. MuHu-TecT
6. | Opranmsanuss ceru HMurepuer. IlpuxnmagHoil | YerHbll  ompoc. Keticel.  JlucKkycCCHOHHBIE
ypoBeHb Mozenu BOC npornenypsl. MuHH-TECT
7. | Crpykrypu3anus HHPOKOMMYHHKAIIMOHHBIX ceTell | YCTHBIN oIIpoc. Keiichbr. JuckyccruoHHbIe
nponeaypsl. MuHH-TECT
8. | COop n aHanm3 ceTeBOrO Tpaduka Veraetit ompoc.  Keiicel.  JIMCKyCCHOHHEBIE
nporueaypsl. MuHu-Tect
9. | KoMmmnexkcHbIif MOHUTOPHUHT CETEBBIX YCTPOUCTB VYerelii  ompoc. Keticel.  JlucKycCHOHHBIE
npoueaypsl. MuHu-tect
10. | Texumueckas 6e3zomacHocTh JIBC VYeraeiit  ompoc.  Keiicel.  JlMCKyCCHOHHBIE
nponeaypsl. MuHH-TECT

3.1.1 TunoBble KOHTPOJIbHbIE 3aJaHUSI UM UHbIEe MATEPUAJIbl, HEOOXOAMMbIE ISl OLEHKH
3HAHUH, YMEHHUI1, HABBIKOB U (WJIM) ONBITA 1eSITeIbHOCTH B NpoLecce TeKylero KOHTPOJIs
ycrneBaeMoCTH

Ycrublii onpoc. Keiicsl (cMHTyauuu M 32244 € 3aJaHHBIMH yCI10BUSAIMH). /{UCKYyCCHOHHBIE

npouexypsl

3anstue 1. Opranuzanys MpoBOJHOIO CETEBOTO CErMEHTA.

Bonpocul ona yemnozo onpoca:

1. Opranu3oBaThCs B IPyNILy U3 2-X YEJIOBEK ISl BBIIIOJHEHHUS PaOOTHI;
2. CmanupoBaTh BBINIOJIHEHHE PAOOTHI M paCHpeleiuTbh O0S3aHHOCTH MEXAY WICHAMU

TPYIIIIbI;

CornacoBarts ¢ IpenoaaBareieM pacipeieieHie 00si3aHHOCTeH;

4. TlomyuuTs y npenojaBatess (Wi ObITh TOTOBBIMU BBIOpPATh CaMHM, €CIIU IPENo/IaBaTeib
MPEIJIOKUT) 000pyJOBaHHUE: KOHHEKTOPBI, 00KMMHOM MHCTPYMEHT, CETMEHTHI Kales,
KOMMYTAaTop;

5. BBINOJHATE OOKMM CErMEHTOB Kaless 1Mo mpsaMoil cxeme ¢ mojydeHuem N (KOJ-BO
YTOYHHTH y IPEIO0IaBaTeNsl) aTYKOPAOB B PE3YJIbTATE;

6. Iloaxmountes 2 I[I9BM (yTouHuTh Yy mpenogaBaTeNsl KakKWX) TMaTYKOpPAaMH K
KOMMYTaTopy;

7. IIpoMapkupoBaTh KOHIIBI ATYKOPIOB;

[98)



10.

11.

12.

13.
14.

3arpy3uts OC Ubuntu 1 BBIIIOTHUTH HACTPOMKY CETEBBIX MHTEP(EHCOB MOAKIIOYEHHBIX
I[I9BM c ¢ukcarueit HacTpoek B KoH(HUTypamroHHbIX ¢aitmax OC.

Agnpeca mnpucBouth 10 cienyrouiei cxeme: 1.1.Homep komanabl.Homep [19BM
(Hampumep, Uit KoMaHbl oOyuatouuxcsa Homep 2 u [I9BM nomep 10 anpec Oyayt
1.1.2.10);

3agukcupoBaTh B OT4YeTe (UIMYECKYI0 CXEMy [MOJAKIIOUEHHUS, C YyKa3aHHeM
UCITOJIb30BaHHBIX MOPTOB KomMMyTaTtopa, MAC anpecoB cereBblx uHTepdeiicoB u IP u
a/IpecoB XOCTOB B OTYETE;

BeimonuuTh TectupoBanue noakmoueHus ytunutod PING makeramu mo 32 Oaiita u
1000 6aiit, 3ahukcHpoBaTh B OTYETE BPEMs OTKITUKA;

BBINONHUTE TECTHPOBAHHWE CKOPOCTH COEAMHEHHSI MEXAYy XOCTaMH, 3a(pHUKCHPOBATh
CKOpPOCTb B OTHYETE.

He oTkmrouast coOpaHHO# yCTaHOBKHM MPUTIACUTh MPENOAaBaTeNs Ui JEMOHCTPALIUY;
3alUTUTh OTYET Y IIPENOIaBATEIS.

Bonpocwi k epynnoeou ouckyccuu:

1.

Nownbkwd

8.
Keiicoi

[Tpunuun paboTsl 00KUMHOTO UHCTPYMEHTA?

KakoBa makcuManbHas AnuHa cerMeHTa kabens B Ethernet Ha BuToit mape?

Yemy npucBauBaercs MAC anpec?

Yemy npucsausaercs [P agpec?

Kaxk «pa6otaet» ARP mpotokon?

Kak 3amuTate cereBoe ycTpoiicTBo 1o texnosnorun PoE (Power over Ethernet)?

Yewm kanp Ethernet ornuuaercs ot [P-nakera?

3auem B kagpe Ethernet ykaspiBaeTcss KOHTpOIbHAsE cymMMa?

(pewenue 3aoau)

1. VYcranoButh rocreByro OC Ubuntu na BuptyansHyto I[I9BM, co3manHyo ¢
nomoiisio 110 VirtualBox, Ha qomammneii [IDBM.

2. Hactpourts cereBoe noaxmtouenue [II9BM c rocresoit OC k cetn HTEpHET.

3anstue 2. CeteBoit yposenb moaenu BOC. Coennnenue ceTeil ¢ MOMOIIBIO MapuipyTH3aTopa.
Bonpocwi 0na yemnozo onpoca:

1.

2.

10.

1.

Opranu3oBaThCsi B KOMAaHIy M3 2-X 4YENOBEK JJIsi BBIMOJIHEHUS pabOThl. 3a KaXIbIM
YJIEHOM KOMaH/bl 3akperusiercs oqHa [I9BM, 3a HacTpoliKy KOTOpOW OH OTBEYAET;
CrnanvpoBaTh BBINOJIHEHHE PaOOThl M pacHpeneauTh OO0S3aHHOCTH MEXIY WIEHaAMU
IpyIIIBL;

[Tomyuuts y mpenogaBaTesns (Miau BbIOpaTh caMuM) 00OpyZOBaHUE: MapUIpyTH3aTOp, 2
aT4-KopJa;

Cobpath cermenT: [I9BM ---- mapmpyTtuszatop ---- [I9BM.

Omnpenenute cucremy [P agpecaunun noaxmodeHHsix [IDBM, ucxons w3 cnemyromux
YCIIOBHIA:

- Kkomanae Bblmaercsa  (Oombmas) cerb kimacca C ¢ HUACHTUPHUKATOPOM
2.2.Homep_koManzbl.0/24 (Hampumep A KomaHabl 7 — cethb 2.2.7.0/24 );

- kaxkayo [I9BM, BBepeHHYI0 KOMaHJE, CIEIyeT NMOMECTUTh B OTAEIBHYIO IOJACETh
(6ombI1ION ceTn) + 3Ta MOJCETh JOJKHA BMEIaTh He MeHee 11 XocToB;

B otuer BHecTH MACHTU(DUKATOPHI UCXOJHOM M MOJIyUYEHHBIX MOJICETEH, a TaKXkKe CXeMy
pacyera.

Kaxnpiii uien komannael 3arpyxkaer OC Ubuntu ¥ BBINOTHSET HACTPOMKY CETEBBIX
untepdericoB BBepeHHor [[DBM, ucxons u3 omnpeneneHHONW Ha MpEeAbIIyIIeM IIare,
CUCTEME aJIPECallly;

Jlanee onMH 4YieH KOMaHIbl MPHUCBAaMBAET JOMOJHHUTENbHBIM [P ampec cereBomy
uHTepdeiicy cBoeit I11OBM s coenvHeHHs C HEHACTPOSHHBIM MAapLIPyTHU3aTOPOM.
Ocy1ecTBiseT NOJIKIIOYEHHE K HEMY M €r0 HACTPOMKY JJIsl 0OecrieueHus CBSA3U MEXIy
nojcersMu u3 mara 5. [Tocie yero gonoaHutensHeli aapec ¢ [I9BM ybupaercs;
Kaxnapiii wien komaHIbel MpoBepseT cereBoe coeauHeHue cpoeil [I9BM c¢ I19BM wu3



12.
13.

14.

JAPYToi CEeTH U MapIIPYTHU3ATOPOM YTHIUTOM ping. 3aHOCUT B OTYET BPEMsI OTKIIUKA;
Kaxxnprit unen koman el Ha cBoeit [I9BM omnpenenser MapiipyT (1I1t03) IO YMOJTYAHUIO,
Kaxxnplii wieH KoMaHIbl MpoBepsAeT ceTeBoe coequHeHue coer [I9BM c¢ I[I9BM wu3
JIPYTOM CETU U MAPIIPYTU3aTOPOM YTHIIUTON ping. 3aHOCHUT B OTYET BPEMS OTKIJIMKA;
Kaxaplii uneH KoMaHAbl MOJKIYAETCS K MapUIpyTH3aTOPy M OTPAaKaeT B OTUETE €ro
TaOIMIy MapIIPYTHU3AIMK B BUJIE HAOOpa CTPOK (MApIIPYyTOB) CIEIYIONIETO BHIA:
Ha3HaueHHe — IIJTI03 Ha3HA4YeHUs1 — CeTeBOW HMHTepdelic — MeTpuka

Hamnpuwmep:

15.

16.

17.

18.

1.4.2.0/24 1.4.2.252 eth0  20;

Kaxxapiii usieH KoMaH1bl IPUBOJIUT B OTUeTe Tabuuily MapuipyTtusanuu csoeil [I9BM B
BUjie Habopa CTPOK (MapUIPyTOB) CIEAYIOMIETO BUJIA!

Ha3HaYeHHE — LUII03 Ha3HAueHUs — CeTeBOM HMHTepdeic — MeTpuka

Hanee HeoOXonuMo 3aUKCHUPOBATh B OTYETE CXEMY MOJAKIIOYEHHUS, C yKa3aHHEM ip
a/IpecoB XOCTOB B TOM YHCJIE MAapIIPyTH3aTOpa (C MaCKaMH KOHEYHO);

Hanee cnenyer, He OTKJIIOYasi COOpaHHON yCTAaHOBKM, MPUTITIACUTD IMpErojaBaTess s
JneMOHCTpanuuu (ObITh TOTOBBIM BBOAMTH UCIOJIb30BaHHBIE KOMaHIbBI ¢ HyJsS — T.e. 0e3
UCIIOJIb30BaHUS UCTOPHH);
3alUTUTh OTYET Y IIPENOIaBATEIS.

Bonpocwi k epynnogoui ouckyccuu:

1.

AN

3adeM Hy»KEH MaplIpyTH3aTop?

Yo Takoe NIMPOKOBEIIATEIbHBINA Tpahuk?

3aueM Hy’KHO JIOKaJIH30BbIBATh IMPOKOBEIIATENLHBINA TPpahuK?

Kak B 00miem MoxHO 6osbiryto IP ceTh pa3outh Ha Gojiee Menkue mojaceTu?

YeM MapmIpyTU3aTOp OTINYAETCS OT KOMMyTaTopa?

Byayt nmu [I9BM nuHroBarts Ipyr Apyra ecid MapIipyTH3aTOp B MOJYYEHHOM CETMEHTE
3aMeHUTh Ha kKommyTaTop? [louemy?

Keiticvl (pewenue 3a0au)

1. VYcranoButs 2 rocteBoiec OC Ubuntu Ha Buprtyansaeie [I[9BM, cozmanHbie C
noMoiesio 110 VirtualBox, Ha momamneit II9BM.

2. Pa3mecTuTh HACTpOCHHBIC BHUPTYyaJIbHBIE MAIIMHBI B Pa3HBIX CETAX W HACTPOUTH
CETEBOE MOJKIIOUYECHHUE MEXKITY HUMU.

3anstue 3. Crpykrypusanus MHPOKOMMYHUKALMOHHBIX ceTeid. OpraHuzanus BUPTYaJlbHOTO
CETEBOI0 cerMeHTa ¢ nomoipso VLAN.
Bonpocwi 0na yemnozo onpoca:

1.
2.

BeiOpats HeoO6Xx01uMOe /17151 BBIOJTHEHUS paboThl 000pY0BaHUE U3 MTPEICTABICHHOTO;
Cobpatb cermeHT (puc. 1).

A

Cerb 1 Ceth 2 CeTs 3




Puc. 1.

10.

Puc. 2.
11.
12.
13.
14.

15.

CermenT 0e3 mapuipyTusaTopa (3Be3/10i 0003HaUe€H KOMMYTATOP).

3. Kaxnpiii unen xomanael 3arpyxkaetr OC Ubuntu u BbIOSHSET

HACTPOUKY ceTeBbIX HHTep(eiicoB BBepeHHoi [I9BM.

Anpeca BceM [I9BM nipucBouTs 10 clieyronie cxeme:
3.HOMep_ KomaHzbl.HOMep ceTtu.Homep [IDBM macka 24 (255.255.255.0)
Hanpuwmep, mist II9BM Homep 12, cetu 3 1 komaH bl 7 aapec OyAeT TaKuM:
3.7.3.12/24;
Janee HeoOxoaumo 3adUKCHpPOBaTH B OTYETE CXEMY MOAKIIOUEHHS, C YKa3aHHEM Ip
anpecos [19BM;
Kaxxaplif uieH KoMaHibl IpOBepsieT Halnyue (WM OTCYTCTBUE) CETEBOE COCIMHEHUE C
coceaneit [IIDBM ¢ moMoIpio yTHINTHI ping. 3aHOCUT B OTYET BpeMs OTKJIMKA,
[anee xomaHma NMPOU3BOAUT CETMEHTHPOBAHHE CETEBOIO CErMEHTa Ha KOMMYTATOpE,
TakuM o6pazom, 4ToOsl [I9BM u3 paznuunbix cereil «nonanm» B oTaenbHblii VLAN;
Jlanee koMaHJa NOPOM3BOIAUT HACTPOMKY MOpPTa KOMMYTaTopa, B KOTOpbI Oyner
HOJKITIOYAThCSl MapupyTu3arop. HanmoMHuM, 4TO JaHHBIM MOPT JOKEH OBITh YJIEHOM
tex VLAN, KoTopble COOTBETCTBYIOT [P-ceTsiM, coenHsAeMbIX MapLIpyTH3aTOPOM;
C yueToM IpenplaylIero mara KOMaHaa Mpou3BOJUT HACTPOMKY MapLIpyTH3aTopa. ITO
IperonaraeT Co3JaHUe/HaCTPOWKY OTAEIBHOIO CETeBOro HMHTepdelica g nepenadu
Tpaduka u3/B oraensHbii VLAN;
BelImtonHseTcss NOAKIIOYEHHE MapLIpyTH3aTOpa K HACTPOCHHOMY IOPTY KOMMYTaTopa

(puc. 2);

|
Il_‘_ll Iﬁl

Cetb 2 Cetb 3

Cetb 1

[TonkiroueHue MapuIpyTU3aTOpa.

Kaxapiil unen komaH/ bl HacTpauBaeT Ha cBoeil [IDBM mapiipyT no-yMoi4aHuio;
Kaxxaplii usieH KoMaH bl IPOBEPSIET CETEBOE coeiuHeHHE ¢ cocenHel IIDBM ¢ nomomnibro
YTHIUTHI ping. 3aHOCUT B OTYET BPEeMs OTKIIHKA;

Kaxnprii wieH xomaHAbl OTOOpa)kaeT B OTYETE CXEMY KOMMYTAaTOpa, BKJIIOYAIOIILYIO
MIPUHAIJICKHOCTh €ro MOPTOB K 3a7aHHbIM VLANawm;

Kaxaplii 4neH KoMaHIbsl OTOOpakaeT B OT4YeTe (DU3MUECKYIO CXEMY COSAMHCHUU C
yKa3aHUEeM 1p- aJjpecalui;

Komanga nemoHcTpupyeT paboToCIIOCOOHOCTh YCTAaHOBKH ITPETIOIaBATEITIO.

Bonpocwt k epynnosoii ouckyccuu.

1.

2.
3.
4

SN

Kyna yka3biBaeT MaplpyT MO-yMOJIYAHUIO HA XOCTaX B CETMEHTax?

Uto takoe ICMP u 3auem 0OHO HY>KHO?

Yro Oyner eciy HOpT KOMMYyTaropa A00aBUT HeTITUpoBaHHBIM B 0-if VLAN u 77-i?
UeMm oTiMyaeTcsl TITUPOBAHHBIM IMOPT OT HETITUPOBAHHOTO B pPaMKaX TEXHOJIOTHH
VLAN?

Uto takoe PVID u a1 4yero oHO Hy>KHO?

OTKyza KOMMYTaTop «y3HAaeT», YTO KaJp aJpecoBaH B HEKOTOpbI VLAN?

Nmeercsa [19BM, noakimtodyeHHas K mOpTy KoMmyTtaropa, Bxoasmemy B VLAN 45 kak
HETATMPOBAHHBIN — coeAuHeHue ecTb. lIpomager nu coeaunenwe, ecnu 3Ty [IOBM



Keiicoi

MOJIKJIIOUUTH K JAHHOMY MOPTY Y€pe3 MPOCTON KOMMYTaTop?
(pewenue 3aoau)
1. Hactpouts VLAN-unrepdeiic Ha rocteBoit OC Ubuntu Ha nomamneii [IDBM.

3anstue 4. Mcnonb3oBaHue ceTeBOro aHanuzaropa (cHuddepa) s aHanuza Tpaduka
JIOKAJIBHOM BBIYMCIIUTEIIBHON CETH.
Bonpocwi 0na yecmnozo onpoca:

1.
2.

N

Puc. 3.

10.

11.

12.

13.

OpraHuzoBaTbcs B KOMaHIy U3 2-X YeJIOBEK JUIs BBIMOJIHEHUs paboThl;

[TomyuuTs y mpernonaBatens 3ajjaHue MO I'eHepalMu-3axBaTa Tpauka, 3aHECTH €ro B
OTYET;

CrnanvpoBaTh BBINOJIHEHHE PaOOThl M pACHpeneuTh OO0S3aHHOCTH MEXIY WICHaMU
IpYIIIIbI;

[Tonmyuuts y mpenonaBarenss obopynoBanue: | mMapupyTuzaTopa/KOMMyTaTop (JOJKHA
ObIThb  ¢QyHKUMsA port mirroring). Moxens 00OpYJOBaHUS MOXKET BBIIABATHCS
rpenoiaBarenieM 0e3 ydeTa moKeJaHui 00yJaroierocs.

BbImonHuTh cOpoCc HACTPOEK MOJTyUEHHOT0 KOMMYyTaTopa/mMapiipytusaTopa (aainee K-M).
Ecnm pabota BemomnHsercs Ha ogHoit [I9BM, To cerMeHT cobupaeTcs COTIIacHO MyHKTY
7, uHa4e (eciu Ha ABYX) — COTJIACHO MYHKTY 8.

Crnenyer y3Hath [P aapec, yctanoBneHHbIl Ha ceT. unTepderice [IDBM, noaxmrodeHHOMI
k kopriopatuBHOii cetu(nanee KC). Cobpath cermenT (puc. 3). Ponb xocTa-kiueHt oyaer
urpath BUpTyanbHas mamuHa (BM), B xocra-cmymatens peanpHas [IOBM. Cnenyer
NOJKJIIOUNTh MaTYKOpAOM ceTeBoi mHTepdeiic BM (06bruHO HeBcTpoeHHbIH) Kk K-M.
Otxmounts KC ot peansHoOit [I9BM, u ee ocBobomuBmuiics uHTEpdeic (0OBIYHO
BCcTpoeHHBIN) noakmounTh kK K-M. KC crnenyer Takxke NOAKIIOUAT K KOMMYTATOpYy.
Cobparp cermeHT (puc. 2). XOCT-KIUEHT TOJDKEH ObITh moakimiodeH K K-M ceTeBbiM
uHTEepQeiicoM, HaCTPOSHHBIM Il coeAnHeHHs ¢ KoprnopaTuBHO# ceThio (KC). O6braHO
3TO BCTpoeHHbIN uHTepdeiic. [latukopa, coenunstonuii ¢ KC, B cBoto ouepeap JOKEH
ot monkmoueH K K-M.  Xoct-chaymarens moakimodaercss k K-M o cBoum

KopnopaTWeHans ceThb

|
[N

3e
HOSTY - Knwent ——Jc}----=- lpth o SRR HOST2 - Cnywarens

JIOTIOJTHUTENBHBIM UHTEp(ericoM (0OBIYHO 3TO HEBCTPOCHHBIN HHTEPQEIiC).

CermMeHT ¢ MpOCIyIIMBAEMbIM XOCTOM.

BHuMaHue: nepea MOAKIIOYEHMEM PEKOMEHIYETCS BPEMEHHO OTKIOUUTh oT K-M ot
KOPIOPaTUBHOM CETH, MOCII€ HACTPOUKN — BO30OHOBUTH MOAKIIOUEHUE;

C xocra-cmymatens ocyuiectisercs nojkimoueHne k K-M g HacTpoiiku
3epKaJIMpOBaHUs BXOJAIIero U ucxoxsuiero tpagpuka nopra C na nopt F. Ilogkarouenue
oCyIIeCTBIsieTCS 0€3 YCTaHOBJIEHUS IOMOJHHUTENBHOrO ip aapeca (OH yKe MPHUCBOEH)
xocTa. [Toakmrouenue ocymectsisiercs ¢ nomoibto 1O putty.

Ha xocTte-ciymarene HaCTpOUTh M 3allyCTUTh aHalu3aTop Tpaduka. B oTuere oTMeTHTH
ucnonb3yemsblil punbTp 3axBata (Capture filter);

Ha xocte-knueHTa 3amyCTUTh HMMUTanuioo Tpaduka. B ordere oTmeruTh cmocod
UMUTAlMM M yKa3aTb 1p aJpec Ha3HayeHWs, MOPT M MPUKIAJHON MPOTOKOIN,
COOTBETCTBYIOIIME FEHEPUPYEMOMY TPaPHKY;

Ha xocre-cnymarene mpoaHaau3upoBaTh 3aXxBAaYCHHBIC MAKETHI, YOCAUTHCS, YTO BBl



14.

15.

16.

17.

MOXKeTe OOBSICHHTH MOPAIOK HX CIEIOBAHMs, CMBICI THIIOBBIX TOJIEH 3arojioBKa,
HEPapXUIO 3ar0JIOBKOB B MAKETE;

B oTueTe OTMETHTH YHCIIO 3aXBaYEHHBIX MMAKETOB U COOTBETCTBYIOIINE UM MPUKIIATHBIC
MIPOTOKOJIBI (€CJIM TAKOBBIX HET, TO CETEBbIE U TPAHCIIOPTHBIE);

Ha xocre-ciymarene coxpaHuTh 3axBaueHHBIC MakeThl B (hailn ¢dopmara *.pcap Ha
pabounii CTO;

Jlanee cnemyeT, HEe OTKIIOYas cOOpaHHOW YCTAaHOBKH, MPUTIACUTH IMpemojaBaTels s
ACMOHCTpalu U Ja4r OTBETA HAa BOIIPOCHI IO IMOBOAY 3aXBaAYC€HHOI'O TpaCbI/IKa;
3amuTUTh OTYET y MPEnoJaBaTels.

Bonpocwt k epynnosoii ouckyccuu:

1.
2.
3.

4,
Keiicol

Kakum obOpa3om ceteBas miaara koHKpeTHOH [I9BM B nokanbHOM ceTH pacro3HaeT KoMy

aJpecoBaH Maker?

Kakue MeTo bl MPUMEHSIOT € 1EJIbI0 NCKITIOUEHHs] BO3MOXKHOCTH TIepexBaTa COOOIeHUN

cHudppepamu?

Yro takoe ARP cnydunr? B yem 3akmrouaercst npuHIHUI ero paboThI?

Kaxosbr cioco6s1 60pb0b1 ¢ ARP criydhpuarom?

(pewerue 3a0au)

1. VYcranosuts 110 Wireshark na gomariueit [IDBM.

2. OcymectButh 3axBaT DNS-makeToB, MCTOYHMKOM KOTOPBIX SBJISETCS JIOMAIlIHSA
[I9BM.

3anatue 5. Hactpoiika mporpaMMHOro cpeacTBa MOHMTOpUHra s cOopa WHGpOpMAalUU O
CETEBBIX YCTPONCTBAX.
Bonpocwi ona ycmnozo onpoca:

1.
2.

Puc. 4.

8.
9.

Opranu3oBaThCs B KOMaH]y U3 2-X YEJIOBEK TSI BHITIOJTHEHHS paOOTHI;

CranupoBaTh BBIMOJHEHHE PabOTBHl U paCIpeNeluTh OOS3aHHOCTH MEXKAY WICHAMHU
TPYIIIBL

[Tomyuuts y mpemnoaaBarens o0opynoBaHue: | MapHIpyTH3aTOpa/KOMMYTATOp (IOJKHA
ObpITh TOAZEpkKa TpoTrokorna SNMP). Mognens o0opyoBaHHST MOMKET BBIIABATHCS
npenoaaBaTeneM 0e3 ydeTa nmokeIaHuil 00y4yaronierocs.

BrimoHUTE cOpOC HACTPOEK MOTYyUYEHHOTO KOMMyTaTopa/Mapipytuzatopa (naee K-M).
Cobpath cermeHT (puc. 4).

Host 1-ZS sl Bhicn 1 Host 2 - ZA
KOMMYTaTop

CerMeHr cetn.

Ha xocrax 1 u 2 (manee ZS u ZA, coorBerctBeHHO) 3arpyxaercs OC Ubuntu u
OCYIIIECTBJISIETCS. HACTpOMKa ceTeBbIXx uHTepdeiicoB. [P anpeca mpucBamBarorcs 1o
cienyroei cxeme: 6.6.[HoMep komanzsl].[Homep IIOBM] macka 16.

Hamnpumep, ecnmm Homep xkomanasl = 33, a Homep [IOBM = 88, To agpec OyaeT Takum
6.6.33.88/16.

Hacrpoiika uatepdeiicoB qomxHa ObITH cCOXpaHeHa B (paityiax KoH(UTypaIuH.

Ha xocte ZS ycTanaBiuBaeTcs: JOI. BpDEMEHHBIN aIpeC U OCYILECTBIISIETCS MOAKIIOUEHNE
k K-M u no6asnenune/n3zmenenue ero IP aapeca mo-ymonuanuto Ha I[P anmpec:

6.6.[HOMep komaHnbI].250 Macka 16.
Hampumep, 6.6.33.250/16.

10.

11.
12.
13.

Ha xocte ZS nom. ip anpec youpaercs. O6sa3aTenbHO IpoBepseTcs TOCTYITHOCTh C XOCTa
ZS xoctoB ZA 1 K-M 1o nprcCBOCHHBIM UM 1p-ajpecam;

CwMmexa cermeHTa + ip ajpecanusi 3aHOCUTCS B OTYET.

Crenyromue 1Ba mara (JUisi 5)KOHOMUM BPEMEHHU) MOXKHO BBITIOIHATH MApaJlIeIbHO:
Janee mnpousBoauThCcs mnoakiaoueHue u Hacrtpoiika Ha K-M SNMP-xiumenta. Ilpu
Hactpoiike SNMP nomknsl ObiTh ykazanbl (Jlns ZYXEL keenetic lite manHBIN 1m1ar

10



MIPOIYCKAETCs):

14. HazBanue SNMP-kombronntu: stud[Homep komanabl]| — (Hampumep, stud33)

15. Pexxum noctyna: urenue (read access) KOMBIOHUTH 3aHOCHUTBCS B OTUET.

16. laniee mpou3BOAMTHCS HACTpoOiKa zabbix-agent Ha xocte ZA s €ro CBs3M ¢ zabbix-
CEpBEPOM, 3aIlyIIEHHOM Ha XocTe ZS.

17. Ilocne Hactpoliku Ki1reHTOB (Ha xoctax ZA u K-M) ocymiectBiisiercs: HacTpoiika zabbix-
cepBepa Ha xocte ZS. [lyg 3TOro BBINOIHSETCS 3allyck Opay3epa M Mepexo]l B HEM IO
aapecy: http://[IP-anpec-xocrta-ZS]/zabbix

18. lanee npu noGaBieHun B 3a00uKc-cepBep XocTa ZA JODKHBI OBITH BBIMOJHEHBI
YCIIOBUSI:

Nwms xocra: host-[HoMep KoMaH[bI|
['pynmna (XocT noskeH ObITh TOJNBKO B 3TOM Ipymmne): user-hosts-[HoMep KoMaHb! |
[a6mon: Template Linux
19. Jlanee npu no6asneHuu B 3a60uk-cepBep K-M 10KHBI ObITH BBITTOJHEHBI YCIOBUS:
Nwms xocra: (router - eciu MapuipyTuszatop/switch - eciu KoMMyTaTop) -[HOMEp KOMaHIbI |
['pynma (XocT noskeH ObITh TOJIBKO B 3TOU Tpymre): net-devices-[HoMep KOMaH/IbI|
[a6non: Template SNMPv2 Device, Template Standalone.
[Tpumeuanuel: Ina ZY XEL keenetic lite Toneko Template Standalone.
[Tpumeuanue2: JIngs DLINK wucnons3yiite mabmon mns mnpotokona SNMP  Bepcun 1
Template SNMPv1 Device.
20. ITapameTpbl BHECEHHBIX XOCTOB 3aHOCUM B OTYET;
21. Cozmaem 1 rpaduk mist (1o BEIOOPY MPEnoiaBaTesis):
Ui XocTa ZA IS CIeAYIOIIUX 3J€MEHTOB JaHHBIX:
* Processor load
» Free disk space on /
* Free memory
* Incoming traffic on interface ethO
= Qutgoing traffic on interface ethQ
* s K-M 1715 cneyromux 3J1eMeHTOB IaHHBIX :
»  [fOutOctets[X]
*  [fInOctets[X]
» s K-M (zyxel lite) mst crenyronumx 3JeMEeHTOB JaHHBIX :
= JCMP ping

22.B ortuere oTpa3uTh cpeAHEe 3HAUCHHWE MapaMmerpa mo rpaduky. Jlamee ciemyer, He
OTKJIIOYasi COOpaHHOW YCTaHOBKM, MPUITACUTH MpenojaBareis Uis JIeMOHCTpalud M
3aIUTHl OTYETA.

23. Jlanee crmemyeT 3allyCTHTh CKPUIT OYMCTKU (/etc/zabbix/clean zabbix.sh) — ecnu 31O
caenano He OyneT, To Oyner HanoxeH mTpad — 10 6anos.

Bonpocwi k epynnogou ouckyccuu:
1. KaxoBsI IIIOCH UCIIOJIB30BaHUs 3a0uKc-areHTa nepeaq SNMP nist moHuTOopuHTa X0CTa?
UYepes kakoii mopt padoraetr cepsep SNMP?
Ha kaxom ypoBue moaenn BOC neiictsyer SNMP?
Kaxoli mpoTOKOJI TpaHCIIOPTHOTO YPOBHSA UCHOab3yeT SNMP?
Kakas nonsb3a ot nucnons3oBanur MIB npu monutopunre yepe3 SNMP?
YeM 3a60MKC-XOCT OTIIMYAETCS OT 3a00MKC-11aboHa?
Mosxno 11 uepe3 SNMP ynipaBiisiTe yCTpOUCTBOM, @ HE TOJIBKO YUTATh €ro apamMeTpsbl?
8. Kakas cBsi3p B cucTeMe 3a00MKC MEXTy XOCTOM, 3JIEMEHTOM, TPUTEPOM U COOBITHEM?
Keticvi (pewenue 3a0au)
1. YcranoButh IO Zabbix Ha rocteBoit OC Ubuntu, pa3BepHyTOH B BHUPTYyaJIbHOM
OKpy>XKeHUHU Ha nomainHeit [[9BM.
2. YcranoButh Zabbix-arenra Ha ocHoBHOI OC Ha goMamnueii [ID9BM.
3. OcymiecTBUTh MOJKIIOYEHHE U COOp CTAaTHUCTUKH C YCTAHOBJICHHOTO areHTa ¢

Nowvkwd
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nomoIpio zabbix-cepsepa.

3anstue 6. [IporpamMHublie cpeacTBa obecrieueHus TexHuueckoi 6e3omnacuoctu JIBC.

Bonpocwi 0na yecmnozo onpoca:

1. VY3HaTh y mpenogaBarteisi O TOM, BHIIIOJIHSATH JIU paOd0Ty B KOMaHJIE WIH MEPCOHATBHO.

2. CmaHupoBaTh BBITIOJTHEHHE pPa0OThl W paclpefeNuTh OO0sI3aHHOCTH MEXKIY YJICHAMH
TPYTIIIBL

3. THonyuuts y npemnojaBatens obopyaoBaHue (mpu HeoOXxoauMocTn). Mojens 060pyaoBaHUS
MOXET BBIJIaBaThCS TPETOaBaTeeM 03 yueTa MoKeITaHn 00ydaroIerocs.

4. BbINOAHUTE COPOC HACTPOEK MOITYYEHHOTO0 KOMMYyTaTopa/MapiipyTuszaropa (naiee K-M).

5. B cuyuae:

a) KOMaHHOT'O BBITIOJTHEHHSI - COOpaTh cerMeHt (puc. 5);

Mapw pyTwsatop/
KOMMY TaTOD

Host 1
bpangmaysp

Host 2
CKaHep

Puc. 5. Cermenr certu.

0) NEepCOHAIBHOTO BBIOJHEHUS — MPOMYCTHTh O3TOT mmiar. Pomp xocta 1 Oyzer wurpathb

BuptyanbHas MamuHa (BM) ¢ OC Ubuntu, poss 2-ro xocra peanpHas [I9BM, Ha kotopoi

3anyieHa (BM).

6. Ha xocrax 1 u 2 (B ciydae mepCcOHAJIBHOTO BBIMOJHEHHUS TOJIBKO Ha 1-oM XocCTe, Ha 2-M
xocte Oymer yxke 3amaH ip-aapec Buma 7.7.xxx.xxx/16) 3zarpyxkaercs OC Ubuntu wu
OCYIIECTBIISIETCSl HAcTpolka ceTeBbIXx wuHTepdeiicoB. I[P anpeca mnpucBamBaroTcs 1O
cienytouet cxeme: 7.7.[Homep komansl|.[Homep [IDBM] macka 16.

Hampumep, ecnmu HOMep koManael = 33, a Homep IIDBM = 88, 10 aapec Oynmer Takum

7.7.33.88/16.

Hacrpoiika uatepdeiicoB qomkHa ObITH cCOXpaHeHa B (paitiiax KoHHUrypammm.

7. OO0s3aTeTBHO MPOBEPSAETCA AOCTYMHOCTh HAJTHYUE CBA3H MEXIY XOCTaMHU IO MPUCBOCHHBIM

UM ip-ajipecam;

Cmexa cermenTa + ip agpecanusi 3aHOCUTCS B OTYET.

9. IlpoBecTn ckaHnupoBaHHWE MOPTOB | XocTa, 3amyCTUB CKaHep €O 2-ro Xxocrta. Onuuu
CKaHMPOBAHUS 1M0100PAaTh CAMOCTOSITEIBHO TaKUM 00pa30M, YTOOBI OIYYUTh HAUOOIBIIYIO
uHpopmaiuo o xocte 1 (MUHUMYM — CIHCOK HOMEPOB OTKPBITHIX MOPTOB). Pe3ynbTarhl
CKaHMPOBAHWUU  JIOJDKHBI  ObITh  coxpaHeHsl B ¢aiiiet B manke (Ubuntu —
narnka /home/user/nmap, Windows — nmanka D:\working\nmap )

Onmuu ckaHMupoBaHUS + UX ONKUCAHUE, a TAKXKE TIOJYyUYEHHbIE JaHHbBIE O XOCTE 1 3aHECTH B OTYET.

10. Hactpouth mopsaok ¢uibTpalyu Ha 2M XOCT€ B COOTBETCTBUHU C OJHHM M3 CIEAYIOLIUX
CIICHAPHUEB €T0 UCTIOIH30BaHUS (110 BRIOOPY MPETOaBaTENs):

— xoct 2 310 myonuunsiii FTP cepsep;

— XOCT 2 3TO cepBep MOHHTOpHHTA Zabbix s kopnopaTtuBHo# cetu 7.7.0.0/16;

— xoct 2 310 Proxy HTTP u DNS Cepsep s kopriopatusHoii cetu 7.7.0.0/16;

— xoct 2 370 cepBep bl MYSQL s kopnioparusaoii cetu 7.7.0.0/16;

— XOCT 2 3TO cepBep neuyaTu A KoprnopatuBHoil cetu 7.7.0.0/16;

— Ha XOCT€ 2 PacIOJI0KEH MyOJIMYHBIN CAUT KOMIIaHUY;

—  XOCT 2 MapuIpyTH3aTOpP, COSAMHSIOUINI BHYTPEHHIOW ceTh kommanuu 7.7.0.0/16
C BHEIIIHEIA;

— xoct 2 310 DNS Cepep mnsa kopnopatuBHoi cetu 7.7.0.0/16.

11. Ha3BaHue cuieHapus, a TakyKe UCIOJIb3yEMbIE IPABUIIA C KOMMEHTApPHUSIMU 3aHECTU B OTYET.

12. IIpoBecTH CKaHMpOBaHUE XOCTa 2, OTpa)kalouiee JACHCTBHE HA3HAYCHHBIX IIPaBUIIL.
PesynbTathl coxpanuTh B daitn — result.txt.

13. B oTyere OTMETHTh KakKHe€ MOPThl ObUIM 3aKPBITHI IO CPAaBHEHHUIO C MPEAbLAYLINM
CKaHUPOBaHUEM.

x>
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14. IlpurnacuTe npenoaaBarTess A 3alUThl OTYETA.
15. lanee cnemyer 3amycTuTh CKpUNT ouuCTKU (/etc/iptables/clean.sh) — ecnm 310 caemano He
Oyzer, To Oynet HanoxeH mrpad — 10 Gayios.
Bonpocwt k epynnosoii ouckyccuu:
1. Yem ortnuuarotcss NULL, Xmas ckanupoBanue?
[Touemy ckanupoBanue SYN cuutaercs Haubosee ObICTPhIM?
Kak npu ckaHupoBaHUU ONPEAEIAETCS BEPCUS CEPBHCA, 3aITyIIEHHOTO Ha MOPTY?
Kakoe ckannpoBanue u nouemy npoucxoaut poisiie TCP unu UDP noptos?
UYem otnmyaercs statefull ot stateless 6panamayspa?
Jlist wero Hyx)Ha GyHKIUS TPAHCIAIUHU (nat-upoBaHus) aapecoB Ha OpaHaMayspe?
7. Hns gero ucnonssyercs ¢pynkuun Port Forwarding Ha 6panamayspe?
Keticvi (pewenue 3aoau)
1. VYcranoButs I1O [Ptables Ha rocreBoit OC Ubuntu, pa3BepHyTOi B BHPTYaJIbHOM
OKpy>XKeHUHU Ha nomMainHeit [[9BM.

2. OcyuecTBUTh HacTpoOlKy nojcyera nakeros ICMP, npumenmmux ¢ ocHoBHoi OC.
VY6enutecss B NpaBUIBHOM paboTe HACTPOEHHOTO CYETYMKA I1aKETOB IIyTEeM WHUIMALUU
OTIPaBKH MAKETOB U MPOBEPKE MX yueTa B )KypHanbHOM (aiine (log-aiine) Ha roctesoit OC.
Munu-TecT
1. Kakoe onpezenenue Hanbosee TOYHO MOAXOAUT K MOHATHIO "TeJIeKOMMYHHUKAIIMOHHAs ceTh"?

A. VndopmanmonHas ceTb, MNpeAHA3HAuYEHHas I Mepelayd JaHHbIX Ha OoJjbline
paccTosHusl.

B. HMndopmanmonHas ceTh, UCIONIB3YIONIAsl B KAUYECTBE Cpebl iepeaadn Tenesdup.

C. UndopmannonHas ceTb, NpeAHa3HaYCHHAs /7S BellaHUs TEJIEBU3NOHHBIX KaHAJIOB.

D. UndopmanmonHas ceTb, HCIONb3YyIOIIas B KauyeCcTBE CpeIbl Mepefaud H3IydeHHE B

MH(PaKpacHOM JUara3oHe.

2. KaxoBbl rpaHullbl CIIEKTpa CUTHAJa, IPECTABICHHOrO pasiokeHueM (f - yacrota ocHOBHOM
TapMOHMKH):

SRRl e

4~ sin (2nkfi)
s(t) = AX— z ik e A
/8 Kk

k=1
ot f no 4f
or 1 no4
ot f 10 0eCKOHEYHOCTH
Kakue yTBepxaeHus CripaBeJIMBEI 0 OTHOIICHUIO K OPTOTOHAIBHBIM CHUTHAIAM?
SHEPrus B3aUMOJICUCTBUS OPTOTOHAILHBIX CUTHAJIOB paBHA HYJIIO
OJIMH W3 B3aWMHO OPTOTOHAIBHBIX CHUTHAJIOB MOXET OBITH MPEICTaBICH IJWHEHHON
KOMOWHaIUEH IPyTux
C. mo0oif curHam MOXeT OBITh TMPEACTaBIEH JIMHEWHOW KOMOWHAIMEH B3aWMMHO
OpPTOTOHAJILHBIX CUTHAJIOB
[Tpu xakoM BHIE cepBUCa KaHAJIHHOTO YPOBHSI Miepeada NaHHBIX OCYIIECTBIISIETCS B TPU
stana: (1) MHUIMHUpPOBAHWE CYETUYUKOB KaJIpoB M TMpUEMHBIX Oydepon, (2) mepemaua
KaJIpoB, (3) 0cBOOOXKIEHNE CUETYNKOB, OyhepoB U APYTrUX pecypcoB?
CepBuc 0e3 yBenoMiIeHUS U 0€3 COCTUHEHHS
CepBuc ¢ yBeZJOMJICHHEM U 0€3 COSTUHCHHS
CepBuc ¢ yBeZJOMJICHHEM U C COETUHEHHEM
B yem 3akirouaercst MeTo]1 pa30MeHus Ha KaJlpbl Ha OcHOBe OMT-cTaddunra?
['panuis! kagpa 0603HaYaIOTCS CHENMAIBLHON MMOCIE0BATEILHOCTHIO CHMBOJIOB
I'panuiel kagpa 0003HAYAIOTCA CHIEIMAIBHON OMTOBOM MOCTIE10BATEIHHOCTHIO
B Hauane xaxxaoro kaapa nepeaaeTcst CrienuaabHbIi 0ailT, yKa3bIBaIONIUHN JJIMHY Kajpa
Jlis mepenayd aHHBIX WCIOJB3yeTCS MaHUYeCTepCKoe KoaupoBaHwe. Ha pucyHke
n300pakeH (pparMeHT OCHUILIOrpaMMbl curHana. Kakoe Koau4ecTBO OMTOB mepeaaHo B
Te4YeHUe TaHHOTO (parmeHTa?

~ P e 0w
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4
6
5
8

A.
B.
C.
D.
7.

Ucnons3yercss Ko € KOHTPOJEM YETHOCTH W BbIpaBHHBaHMEM J0 4YeTHOro. KakoBo
MPaBUIILHOE KOJOCIOBO VIS CIIeMyIoNIero uexoaHoro coodmenus: 0011001 ?
00110011
00110010
1011001
Kakoe yTBepxienne orpaxkaetr ocHOBHYO uyiero CRC-xkonoB?
HcxoqHoe cooOlieHne AeTUTCs M0 MO0 2 Ha TeHepaTop MOJWHOMOB M OCTAaTOK OT
neneHust 106aBisgeTcs K cooOuieHuio. B pesynbraTte 3TOro Moiiy4eHHOE KOJOCIOBO
JIENUTCS. Ha TOT )K€ reHepaTop 0e3 ocTaTka; HaJMdhe OCTaTKa OT JCJCHHsS - MPHU3HAK
OLIMOKYU B PUHSATOM KOJIOCIIOBE.
B. B koHeIll UCXOHOTO COOOMIIEeHUsS JOOABISETCS OJIMH JOTIOJTHUTEIBHBIN pa3psi, 3HAaUCHUE
KOTOpPOT'O TaKOBO, YTO CyMMa €IMHUI] B TOJYYEHHOM KOJOCIIOBE SIBJISIETCS YETHOM (MU
HEYETHOM, B 3aBUCUMOCTHU OT JIOTOBOPEHHOCTH B3aUMOJICHCTBYIOIIUX CTOPOH).
C. KoHTponpHBIMH pa3psiiaMd B KOJOCIOBE ABIISIOTCA TE€, HOMEPAa KOTOPBIX SBISIOTCS
cTeneHplo 2-ku. HoMepa ocTanbHBIX Pas3psioB MPEACTABISAIOTCS CyMMOW CTeneHew 2-
k1. KOHTpOJIbHBIN pa3psia ¢ HoMepoM N BbIpaBHUBAET 10 YETHOTO pa3psibl KOJOCIOBA C
HOMEpPaMH, B PA3JI0KEHUU KOTOPHIX MO CTENEHSIM 2-KU y4acTByeT N
9. KakoBa peakiusi OTHpaBUTENd M TOJy4yaTelss Ha MOSBICHHE B IOCIEAOBATEIbHOCTH
MOBPEXICHHOTO KaJipa MPH UCTIOIb30BaHUHN MEXaHW3Ma "BEIOOPOUHBINA TOBTOP"?
A. OtmpaBuTenb OTMEYaeT HE TMOATBEPKICHHBIN (IMMOBPEXIACHHBIM) Kaap W TIOBTOPHO
MOCBLIAET TOJBKO €rO0.
B. Bce kaapel, TMOCTYNUBIIME IIOCNIE€ TOBPEXKIEHHOTO, CcOpachlBalOTCSI U HE
noarBepxkaatorcs. Kak ciencrsue, oTnpaBuTesb, 10 UCTEUCHUH TailMayTa Ha 0KHJIaHHE
MOJITBEP K /IEHUS, TOBTOPHO MOMUIET BCE KaAPhl, HAUMHAS C TOBPEXKACHHOTO.
C. Tlonmyuarens BIOMpAET U3 MOCIEIOBATEILHOCTH MOBPEKICHHBIE KAAPhI U 3aMpaIInBacT y
OTIIpaBUTENISl UX MOBTOPHYIO TMepeaady
10. Kakoii ¢uznyeckuii cMbICI UMEET pa3Mep OKHAa OTIPAaBKH B MPOTOKOJIAX CKOJB3SIIETO
OKHa?
A. DTO KOJIMYECTBO KaApOB, KOTOpPHIE OTIPABUTEIh MOXET IOCHaTh MOJydYaTealo He
NOXKUAASICh OATBEPKACHUS
B. Dt10 konnMuyecTBO KaJpoB, KOTOPbIE MOMYyYaTENhb IOJKEH MOJYUYUTh A0 OTIPABKH MEPBOT0O
MOITBEPKICHUS
C. DTO KOJNMYECTBO KaJApOB, KOTOpPbIE TMOJydaTedb MOXET IMPUHATh HE OTHPABIISIA
MOJITBEPKICHUE
Kwuu: 1-A; 2-C; 3-A4;4-C;5-B;6-A;7-B;8-C;9-A4;10-A.
3.1.2. MeTroanueckue MaTepUaJbl, OINpenessilONIAe MPOUEeAYPbl OUEHUBAHMUS 3HAHWIM,
YMeHMii, HAaBbIKOB MW (WJM) ONbITA /AeATEJbHOCTM B XO0Jl€ TeKYyIllero KOHTPOJs
ycneBaeMoCTH
YcTHbIM OTBET

OueHka 3HaHMI TpeanonaraeT audepeHIMpoBaHHbIN MOAX0A K 00yJaromeMycs, yqeT
€ro MHIUBHyaIbHBIX CIOCOOHOCTEH, CTENEHh YCBOGHUS U CHCTEMAaTU3allU OCHOBHBIX MTOHITHIA
W Kateropuit mo aucuuriinHe. KpoMme TOro, oOIeHHMBAeTCs HE TOJBKO TIyOWMHA 3HAHHUM
MOCTaBJICHHBIX BOMPOCOB, HO M YMEHUE HCIOJb30BaTh B OTBETE MNPAKTUUYECKUN MaTepHall.
OneHuBaeTcs KyJabTypa ped, BllaJieHHe HaBbIKaMU OpaTOPCKOr0 UCKYCCTBA.

> 0w
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Kpumepuu oyenuseanus: mociaen0BaTeNbHOCTb, TOJIHOTA, JOTMYHOCTD U3JI0KEHHUS, aHAIIN3
pa3IMuYHBIX TOYEK 3pEHMs, CaMOCTOSTeIbHOE O0000IIeHHe MaTepHuaia, HCIOJIb30BaHue
npodeCCUOHATIBHBIX TEPMHUHOB, KyJIbTypa peuH, HaBBIKK OpPATOPCKOTO MCKyccTBa. M3noxeHue
MaTepuaia 0e3 pakTHUeCKux OUIOOK.

Ouenka «omauyno» CTAaBUTCS B Cllydae, KOTJa MaTepuall M3JIaraeTcsi MCUEPIBIBAIOILE,
MOCIeZ0BATENbHO, TPAMOTHO M JIOTMYECKH CTPOMHO, MpPH 3TOM pPAaCKPHIBAIOTCA HE TOJIBKO
OCHOBHBIE TIOHATHS, HO U aHAJIM3UPYIOTCS TOYKU 3PEHUS Pa3IUYHbIX aBTOpoB. OOydaronuiics
HE 3aTPYAHSIETCS C OTBETOM, COOJIIO/IaeT KYJIbTypy PeUH.

OrneHka «xopouioy CTaBUTCS, €Ci 00y4arolInics TBEPIO 3HAET MaTepuai, rpaMOTHO U
[0 CYIIECTBY M3JaraeT €ro, 3HaeT MPaKTUYecKyro 0a3zy, HO IpPU OTBETE Ha BOIPOC JIOMYCKAeT
HECYIIECTBEHHBIE IOTPEIIHOCTH.

Ouenka «ydogremeopumenbHoy CTaBUTCSA, €cCld OOydYaloIIUMHCS OCBOMJI TOJBKO
OCHOBHOM MarepHall, HO HE 3HAeT OTAEJIbHBIX JETaJeH, T0MYyCKAeT HETOYHOCTH, HEOCTATOYHO
MpaBWiIbHbIE (OPMYIHMPOBKH, HapyllaeT MOCIeA0BaTEIbHOCT, B M3JIOKEHUH MaTepHana,
3aTpyJHSETCS C OTBETAMM, IIOKA3blBAET OTCYTCTBHE JIOJDKHOW CBS3M MEXAY aHAIU30M,
apryMeHTalnuei 1 BbIBOJaMH.

OneHka «HeyoognemeopumenbHo» CTaBUTCS, €ClIM OOydalolMHCS He OTBeyaeT Ha
MOCTaBJIEHHbIE BOIPOCHI.

JIMCKYyCCHOHHBIE Npoueaypbl

Kpyenvuii cmon, ouckyccus, nonemuka, oucnym, oebamvi, MUHU-KOHGepenyuu SBISTIOTCS
CpeACTBaMH, MO3BOJSIONIMMU BKJIIOUUTh OOYYAIOUIMXCS B IPOLECC OOCYXICHHS CHOPHOTO
BOIpOCa, MpOOJIEMbl U OIEHUTh UX YMEHHME apryMEHTHPOBAaTh COOCTBEHHYIO TOYKY 3pEHUS.
3anaHue aaeTcs 3apaHee, OIpeeseTcss Kpyr BOIPOCOB ISl 00CYKICHHS, TPYIIIbl YYACTHUKOB
3TOro 00CyXJIeHUS.

JIMCKYyCCHOHHBIE TTPOLEAYPbI MOTYT OBITh UCIIOIB30BAHbI JUIsl TOTO, YTOOBI CTY/ICHTHI:

—Jydllle MOHSUIM YCBOsIEeMbI MaTepuai Ha (OoHE pa3HOOOpa3HbIX MO3ULMN U MHEHUH, He
00s13aTeNbHO JOCTHUTast OOIIEr0 MHEHMUS,

— CMOMIM TOCTHYb CMBICI HU3y4aeMOro MaTepuana, KOTOpBhI MHOTJa YyBCTBYIOT
MHTYUTHBHO, HO HE MOTYT BbICKa3aTh BEpOabHO, YETKO U SCHO, WIM KOHCTPYMPOBATH HOBBII
CMBICJI, HOBYIO IO3UIINIO;

— CMOIJIM COIJIaCOBaTh CBOIO TO3UIMIO HJIM JEUCTBUS OTHOCHUTEIBHO 0O0CYKIaeMoi
POOJIEMBI.

Kpumepuu oyenusanusi — oeHUBAIOTCS AEUCTBUS BCEX YYaCTHUKOB rpynnsbl. [loHnmanue
Mpo0JieMbl, BBICKAa3bIBaHUS U JIEUCTBUS TIOJHOCTHIO COOTBETCTBYIOT 33JaHHBIM IIEJISIM.
CooTBeTcTBUE peabHON EHCTBUTEILHOCTH PEIICHUH, BBIPAOOTAaHHBIX B X0/ UTpbl. Branenue
TEPMHUHOJIOTHEH, JEMOHCTpalMs BIaJeHHUs Y4eOHbIM MaTepHalioM IO TeME WIphl, BiaJieHUE
METOAaMHU apryMeHTalluu, yMeHHe paboTath B rpymnie (YMeHHEe CIyIIaTh, KOHCTPYKTUBHO BECTH
Oeceny, yOexaaTh, yIpaBJIsSITh BpeMEHEM, OSCKOH(MIUKTHO OOIIAThCS), TOCTHKEHUE HUTPOBBIX
1eNnel, (COOTBETCTBUE POJIN — IIPU POJIEBOM Urpe). SICHOCTB M CTUIIb U3JI0KEHHUS.

OneHka «omauyHO» CTaBUTCSA B cllyyae, KOTJa Bce TpeOOBaHMs BBIMOJHEHBI B MOJHOM
obObeme.

OneHka «xopouio» CTaBUTCS, €CIM O0yYaronuecs B LEJIOM JEMOHCTPUPYIOT MOHHUMAaHUE
po0JIeMbl, BHICKA3bIBAHUS U IEHCTBHS MTOJHOCTHIO COOTBETCTBYIOT 33JJaHHBIM LIeJsIM. Perienus,
BbIpa0OTaHHBIE B XOJE HWIPHI, MOJHOCTHIO COOTBETCTBYIOT peanbHOM JedcTBUTENbHOCTH. Ho
HEKOTOpbIe OOBSICHEHUSI HE COBCEM apryMEHTHUPOBaHbI, HAPYIIEHBI HOPMBI OOIICHHUSI, HAPYIIICHbI
BPEMEHHbIE PAMKH, HAPYLIEH CTUJIb H3JI0KEHHUS.

OreHka «yoognemgeopumenbHoy CTaBUTCS, €CIi 00yUaromuecs B 1IeJIOM JeMOHCTPHPYIOT
MMOHMMAaHKE TPOOJIEMBbI, BHICKA3bIBAHUS M JIEHCTBUS B 1I€JIOM COOTBETCTBYIOT 33JaHHBIM ILIEJISIM.
OpnHako, pelieHHs, BbIpaOOTaHHBIE B XOJi€ MIPbI, HE COBCEM COOTBETCTBYIOT pEalbHOM
neiictBurenbHOCTH. HekoTopble OOBSICHEHHS HE COBCEM apryMEHTHPOBaHbI, HapyIIEHBI
BpPEMEHHbIE PaMKH, HAPYIIEH CTUIIb M3JI0KEHHS.

OueHka «HeyOoosremeopumenvHoy CTaBUTCS, €CAU OOydarouecss He MOHUMAIOT
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npo6JeMy, UX BHICKA3bIBaHUSI HE COOTBETCTBYIOT 3a/IaHHBIM ILIETISIM.
TecrupoBanue
SIBnsercss OAHUM M3 CPEIACTB KOHTPOJS 3HAHUH OOYyYaloIUXCS IO JUCIMIIIMHE
(Momyr0).
Kpumepuu oyenueanus — npaBUIbHBIN OTBET Ha BOIIPOC
OrneHKa «omauyHOy CTAaBUTCA B CIIy4ae, €Ciu MpaBmwiIbHO BeIOTHEHO 90-100% 3amanmuil.
OueHnka «xopouio» CTaBUTCS, €CIIN MPABUIBHO BbINIOJIHEHO 70-89% 3ananuii.
OueHka «yoosnemeopumenbHo» CTaBUTCA B CiIydae, €CIU MPaBWIBHO BBIMOIHEHO S50-
69% 3anaHuil.
OneHka «Hey0081emeopumenbHo» CTaBUTCS, €CIU TPABWIHHO BBIMOIHEHO MeHee 50%
3aJaHuH.
3.2. OueHoYHbIe MaTEePHAJIBI 1JIs1 IPOBEACHHUS NMIPOMEKYTOYHON aTTeCTALMHU
3.2.1. Kputepuu OueHKH pe3yJIbTAaTOB 00YUeHHsl 10 TUCHHUILIMHE (MOIYJII0)

Mxana PesyabTaTsl
Iloka3aTenu oueHMBaHUS Pe3y/IbTATOB 00y4eHUSs
OLICHHBAHNUA o0y4eHnuns
OTJIMYHO 3Haer: - oOydaronuiicss riIy0OKO X BCECTOPOHHE YCBOWJ MaTepHall, YBEPEHHO,

JIOTHYHO, TIOCJIE0BATEILHO M TPaMOTHO €r0 H3J1araeT, ONupasich Ha 3HAHUS
OCHOBHOM U JIOTIOJIHUTEIBHON JIUTEPATYPBHI,

- Ha OCHOBE CHCTEMHBIX HAay4YHBIX 3HAHUH JeNaeT KBalH(UINPOBAHHBIC
BBIBOJIBI M1 00001IEHNS], CBOOOIHO ONEPUPYET KATETOPUSIMH U MOHATHIMH.
VYmeer: - oOydJaromuiics ymMeeT CcaMOCTOSITENIbHO M TPAaBWIBHO pemarh y4eOHo-
npodeccroHanbHBIE  33aJayd  WIM  3aJaHusl, yBEPEHHO, JIOTWYHO,
MOCJIEI0BATENIEHO U apTYMEHTHPOBAHO U3JIaraTh CBOE peIlIeHHE, UCTIONb3Ys
Hay4HbIE OHATHUS, CChITIasiCh HA HOPMAaTUBHYIO 0a3y.

Bnaneer: - oOy4aromuiicss BIajeeT parioHaTbHBIMU METOAAMHU (C MCIIOJIb30BAaHUEM
panMOHATIBHBIX METOANK) PEHICHHS CIIOXKHBIX NMPOQEeCCHOHATIBHBIX 3a7ad,
MPEJCTABIEHHBIX A€IOBBIMU UTPAMH, KEWCAMU H T.1I.;

IIpu pemenny NpoaeMOHCTPUPOBAI HABBIKU

- BBIICTIEHUS TTIaBHOTO,

- CBA3KOH TEOPETHUECKUX IOJOXKEHUN ¢ TpeOOBaHUSIMU PYKOBOISIINX
JIOKYMEHTOB,

- M3JI0’KEHHS MBICIIEH B JIOTHYECKOH MOCIEI0BATENBHOCTH,

- CaMOCTOSTEJILHOTO aHau3a (aKkThl, COOBITHH, SBJICHUM, MPOIECCOB B MX
B3aMMOCBS3H U JUAIEKTUYECKOM Pa3BUTHH.

XOPOLIO 3HaeT: - oOydarommuiicss TBepAO YCBOWJI MAaTepHaN, JOCTATOYHO TPAMOTHO €ro
U3JaraeT, ONUpasCh Ha 3HAHUSI OCHOBHOM U JONOJIHUTENIBHON IUTEPaTYPBI,
- 3arpynHsercss B (OpPMYJIHPOBAHWM KBAJTH(UIIMPOBAHHBIX BBIBOJOB M
000011IeHUl, omepupyeT KaTeropusiMH U IOHATUSIMH, HO HE Bcerzaa
NPaBHJILHO UX BEpUPHULIUPYET.

Ymeer: - 00ydaromuiicss yMEEeT CaMOCTOSATENHFHO I B OCHOBHOM NPABMJIBHO PEIIAThH
yueOHO-TIpo(eCcCHOHANIBHBIE 33/a4M WM 33/1aHHS, YBEPEHHO, JIOTHYHO,
MOCTEN0BATENIEHO M apryMEHTHPOBAHO H3JIaraTh CBOE pEIICHUE, HE B
MIOJIHOW Mepe MCIHOIb3ys HAay4HbIE MOHATUS M CCBUIKM HAa HOPMATHBHYIO
0a3sy.

Bnaneer: - oOywaroliics B LIENIOM BNajieeT PAlMOHANBHBIMU METOAAMHU DPELICHUS
CJIOKHBIX TTPO(ECCHOHANBHBIX 3a/1a4, PEICTABICHHBIX JICIOBBIMU UTPaMH,
KelcaMu U T.JI.;

IIpu pemeHun cMoOr mpPOJEMOHCTPUPOBATH JOCTATOYHOCTb, HO HE
TITyOMHHOCTD HAaBbIKOB,

- BBIIECTIEHUS TTIaBHOTO,

- M3JI0’KEHHS MBICIIEN B JIOTHYECKOH MOCIE0BATENBHOCTH,

- CBS3KH TEOPETHYECKUX TMOJIOKEHHH C TPeOOBAaHMAMH DPYKOBOJISILMX
JIOKYMEHTOB,

- CaMOCTOATENBHOTO aHaIu3a (aKTbl, COOBITHI, SIBICHUH, IPOLECCOB B UX
B3aMMOCBS3H U IUAIEKTHYECKOM Pa3BUTHH.

YAOBJIETBO- 3HaerT: - o0ydaromuiicss OpUEeHTHPYETCSl B MaTepHaie, OJJHAKO 3aTPYAHSACTCS B €ro
PUTEJIBHO H3J10KEHNH;
- IOKa3bIBaeT HEAOCTATOYHOCTh 3HAHUM OCHOBHOM M JOMNOJHUTEIBHON
JUTEPATypHI;

- cn1abo apryMeHTHPYET HayYHBIE MOJIOKESHHUS;
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- IPAKTHYECKH HE CIIOCOOEH ChOPMYIHPOBATh BEIBOJBI 1 0000IICHNS;
- YaCTUYHO BJIAJIEET CUCTEMOM TTOHSITHH.

VYMmeer:

- oOydaromuiics B OCHOBHOM YMEET PEIINTh y4eOHO-po(dhecCHOHAIBHYIO
3ajady WIM 33/laHHe, HO JOITyCKaeT OIMOKH, c1ab0 apryMEHTHPYET CBOE
pellieHne, HEeAOCTaTOYHO HCIOJIb3YeT HayuyHble MOHATHA U PYKOBOASIIME
JIOKYMEHTHI.

Bnaneer:

- 0oOydYaromuics BIaAceT HEKOTOPBIMH PAIlHOHAIBHBIMH  METOAaMU
pemIeHuA CJIOKHBIX HpO(beCCI/IOHaJ'[BHBIX 3aaa4, MpeaACTaBJICHHBIX
JIEIIOBBIMH HTpaMHU, KefcaMu U T.10.;

[Ipu pemenny TpoIeMOHCTPHUPOBAT HEAOCTATOYHOCTH HABBIKOB

- BBIJICJICHMS TJIABHOTO,

- M3JI0KCHHMSI MBICIIEH B JIOTHUECKOH TOCIEeI0OBAaTEIbHOCTH,

- CBS3KM TEOPETUYCCKUX TMOJOXKCHUN C TPEOOBAHHUSIMHU PYKOBOJSIIMX
JIOKyMEHTOB,

- CaMOCTOATEIHHOTO aHanu3a (akKThl, COOBITHIA, SBIECHUM, MPOIIECCOB B MX
B3aMMOCBA3U U JUAJICKTHUYCCKOM Pa3BUTUM.

HEYJIOBJIETBO-
PUTEJIBHO

3Haer:

- 00yJarouMicst He yCBOMJ 3HAYNTEIBHON YaCTH MaTepHaa;

- HE MOKET apTyMEHTHPOBATh HAYYHBIC TTOJIOKCHUS;

- He popMynupyeT KBaTHM(PUIMPOBAHHBIX BEIBOIOB U 0000IICHHH;
- HE BIIaJieeT CUCTEMOMN MOHSATHH.

YmMmeer:

o0ydJaroluiics He IMoKa3ajl YMEHHe pelaTh y4eOHO-podecCHOHAIBHYIO
3aj1a4y WIH 3aJaHHe.

Bnaneer:

HC BBIIIOJIHCHBI Tp66OBaHI/I}I, TPpEABABIAEMBIE K HaBBIKaM, OLICHHUBACMbIM
KYHOOBJICTBOPHUTEIIEHO».

3.2.2. KoHTposbHbIe 3aJaHUs] W/WJIN MHbIE MATEPUAJIBI VISl IPOBeIeHUsI NTPOMEKYTOYHOM

aTrecTaluu

Cnucok BONPOCOB /IVIsl YCTHBIX 0TBETOB (BAPHMAHTHI TECTA)
1. Knaccuduxanus cereit SBM.
2. Ilonstus mportokona u uHTepderica. OCHOBHbIE BOMPOCHI OPraHU3AIMU YPOBHEH
B3aUMO/JICUCTBUA.

[98)

Bunpl cepBuca. Habop npuMUTHBOB cepBuca.

4. DranoHHas MOAENb B3auMOJEHCTBUS OTKpBITBIX cucteM (BOC). ®dyHkuuum ypoBHEH
B3aUMOJICUCTBUSL.

N

Oranonnas mozens TCP/IP. Ilporokonsr MHTEpHET.

6. Xapakrepuctuku JmHui cBs3u (JIC). Cnextpaneubiii ananu3 JIC. TloHsTHe mosockr
npomyckanus, AXY.

7. Orpannuenue npomyckHoi ciocoonoctu JIC. Teopembr HatikBucta u [llenHnona.

8. CpaBHHTENbHAs XapaKTepUCTUKA Cpel Nepeiadu: BHUTas Mapa, KOAKCHAIbHBIM Kalelnb,
OIITOBOJIOKHO.

9. CpaBHHTENbHAS XapaKTEPUCTUKA TEXHOJOTHI OECTIPOBOIHOM CBA3H.

10. Tenedonnsie cetu (THC): crpykTypa, nudponas nepeaada B THC.

11. MeTonpl aHAIOTOBOM MOIYJISILIMK U MYJIbTHUIUIEKCUPOBAHUSL.

12. [ludppoBoe KoaMpOBaHKE.

13. UmnynscHO-komoBasg monyisauus (MKM), pasnoctHass UKM. MynbTuiuiekcupoBaHue ¢
paszesieHneM o BpeMeHH.

14. CpaBHUTENTBHAS XapaKTEPUCTUKA METOIOB KOMMYTAIIUU: KaHAIOB, COOOIIIEHUH, TAKETOB.

15. Tunbl kommyTaTOpOoB. KOMMyTaIMsi BpEMEHHBIX KaHAJIOB.

16. ApxutekTypa u MpoTOKOJIbI y3KomojaocHbIX ISDN.

17. KommyTtaropst ATM.

18. CrryTHUKOBasI CBSI3b.
19. OcHoBHbIe 3a1a4n ypoBHs kaHana naHHbeIX (YK/I). Buasr cepBuca.

20. Metozps! pa3OueHus: Ha KaJIpbl.

21. O6napyxenue omubok Ha YKJI. OOHapyxuBaronye u UCIPABISIONINE KOBI.
22. YnupaBneHue NOoTOKOM. IIpoTOKO CKOIB3SIIEro oKHa.

23. Ilporoxkon HDLC.
24. CpaBHuTenpHas xapakrepuctuka nporokosoB YK/l Murepner: SLIP u PPP.
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25.
IIPOTOKOJIBI C COCTSI3aHUEM.
26.

YKI[ B HNIMPOKOBCUIATCIIBHBIX CCTAX. Mertoanl yHOpaBJICHUA JOCTYIIOM K CPEAC Iepcaavu;

YKI[ B MIMPOKOBCHIATCIILHBIX CCTAX. BCCKOH(I).HI/IKTHBIG IMPOTOKOJIbI MPEAOCTABICHUA

kaHaza. [IpoTokosibl OecripoBOAHON CBS3H.

27.
28.
29.
30.

OcHoBHbIe 337auu ceTeBoro ypoBHs Monaenu BOC. Bunsl cepBuca.
[IpuHIMIIEI MapIIpyTH3aUUU. AJITOPUTMBI MAPIIPYTU3ALINH.

Anpecanus B [IP-ceTsx: Kiiacchl aApecoB, MacKH.

Otobpaxenue I[P-anpecoB Ha d¢usnueckue (JIOKaIbHBIE) ajpeca.

Otobpaxenue

JIOMEHHBIX UMEH Ha [P-aapeca.

31.
32.
33.
34,
35.
36.
37.

COOOILIEHHIA.
38.

Frame Relay.
39.
40.
41.
42.
43.

[Iporoxon IP: ocHOBHBIE OIS 3ar0JI0BKA; (hparMeHTAaIlHs IedTarpamm.

OOm1ast xapakTepucTHKa TpaHCIOPTHBIX poTokosioB TCP u UDP.

[Iporokon mapmpyruzanun RIP.

IIporoxon mapupytuzanuu OSPF.

[IpoTokomnsl nepenaun 35eKTpoHHOM nouThl. [IpoTokom SMTP.

IIporoxon HTTP, sa3bik pazmerku HTML, Texnonorus CGI.

[Iporoxon X.25: obmias XapakTepHUCTUKA, CTPYKTypa ceTH, ¢GopMaT MakeTa, THUIIbI

OcHoBbl TexHonorun ATM. Mexanusmsl perynupoBaHus kadectBa cepBuca B ATM u

TexHonoruu nepenayu JaHHBIX MO CETSIM KaOeIbHOT0 TeIeBUACHUS
ApPXUTEKTYypa UHTEIUICKTYaJIbHbIN HU(POBBIX CeTel CBI3U

Cucremsl niepeaun cUrHayoB B ceTsx cBszu. CC7

TexHonoruu MOOHIBLHOH CBSI3U

Texunonornn GPRS, Bluetooth, xDSL

3.2.3. MeTroanueckue MaTepHaJsbl, OIpeAe/]sOle MPOoneAypPbl OLECHHUBAHUS

3HAHHUH,

YMEHHUIi1, HABBIKOB B X0/i¢ IPOMEKYTOYHOM aTTeCTAlNHU
Ilpouenypa oneHuBaHusi 3HAHUH (YCTHBIH OTBET)

KaXXJI0I'0 pazacia

[Ipenen anurensHOCTU 10 MuHyT
[IpeanaraeMoe KOJIMYECTBO 3aJaHUN 2 Bompoca
ITocnenoBarenbHOCTH BEIOOPKHU BOIIpocoB u3 | CiywaiiHas

Kpurepun onenkn

- TpeOyeMBIit 00bEM H CTPYKTYpa

- I3TI0KEeHHE MaTeprana 6e3 (pakTHIeCKuX OMUO0K

- JIOTHKA U3JI0KEHHS

- UCTIONIb30BaHUE COOTBETCTBYIOIIECH TEPMHUHOIOTUH

- CTHJIb PEYH U KyJbTypa pedu

- 1oA0Op MPUMEPOB MX HAYYHOW JINTEPATYPHI U MPAKTUKH

«5» ecin TpeOOBaHMUS K OTBETY BBHIIIOJHEHEI B TOJTHOM 00beMe

«4» ecim B IICJIOM BBIIOJHEHHI TpeOOBaHWSI K OTBETY, OJHAKO €CTb
HEOOJIBIIIE HETOYHOCTH B M3JI0KCHHH HEKOTOPBIX BOIIPOCOB

«3» ecim TpeOOBaHUS BBITOIHCHBI YACTHYHO — HE BBIICPKAH 00BEM, €CTh

¢daxkTryeckue  OmMOKM, HapylleHa JIOTHKA  M3JI0XKEHHS,
HEJI0OCTATOYHO HMCIOJIb3YETCsl COOTBETCTBYIONIAs] TEPMUHOJIOTHI

IIpouenypa oueHnBaHus yMeHHUil

U HaBBbIKOB (pemelme leOﬁJIeMHO-aHaJII/ITI/I‘leCKI/IX H

NMPAKTHYECKUX Y4eOHO-TIPO(heCCHOHAIBHBIX 3a/1a4)

IIpennaraemoe KOJWYECTBO 3aJIaHUN

1

ITociieoBaTeTbHOCTD BRIOOPKH

Cirydaiinas

Kputepuu ouenku:

- BBIJICICHUE M TIOHUMAHUE TPOOIEMBI

- yMeHHUE 00001aTh, COMOCTABNIATH PAa3IHYHBIC TOUKH 3PCHHUS

- TIOJIHOTA UCIOJIb30BaHUs HCTOYHUKOB

- HAJIMYKE aBTOPCKOW MO3ULIMU

- COOTBETCTBUE OTBETA [IOCTABJIEHHOMY BOIPOCY

- WCIOJb30BaHWE COIMAIBHOTO oOmbiTa, MarepuanoB CMU,
CTaTUCTUYCCKUX JAHHBIX

- JIOTHYHOCTH U3JIOKCHHS

- YMEHHE CJIeNIaTh KBAIM(MHUITMPOBAHHBIC BEIBOJIBI M 000O0IIICHUS C
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TOYKH 3PEHHS PEIICHUs MPO(HEeCCHOHATBHBIX 3a1a4
- YMEHHE IIPUBECTHU IIPUMEDP

- OTIOpa Ha TEOPETUIECKUE TIOTOKECHUS

- BJIQJICHHE COOTBETCTBYIOIIEH TEPMHUHOJIOTHEH

«5» eclm TpeGOBaHI/IH K OTBCTY BbLIIIOJIHCHBI B IIOJIHOM 00BeMe

«4» ecu B IICJIOM BbIIIOJIHCHBI TpeGOBaHI/IH K OTBE€TY, OJHAKO €CTb

HeOOJbIIINEe HETOYHOCTH B M3JIOKEHHH HEKOTOPBIX BOIPOCOB.
3arpynusiercs B (OPMYJMpOBaHMHM  KBaIU(HUINPOBAHHBIX
BBIBOJIOB M 0000IIIEHMIT

«3» ecimm TpeOOBaHMUS BBIITOIHEHBI YACTHYHO — MBITAETCS 000CHOBATH CBOIO

TOYKY 3pEHHUs, OJHAKO cnabo apryMEHTUPyeT HaydHble
TIOJIOKEHHS, TPAKTUYECKH HE CIIOCOOCH  CaMOCTOSITEIFHO
chopMyIHpOBaTh BHIBOIBI M 0000IIEHMS, HE BHIUT CBS3b C
podecCHOHANBEHOM JIESITEIbHOCTBIO

4. YyeOHO-METOIMYECKOe M MAaTepHATbHO-TEXHUYecKoe ofecneyeHue TUCHMIIUHBI
(Monxy.Jis)
4.1. DJIeKTPOHHBIE y4eOHbIe U3IaHUS

1.

Anb6ekoBa, 3. M. TH(hOKOMMYHUKAIIMOHHBIE CHCTEMBI M CETH : yueOHOoe mmocobue (Kypc
nekimid) / 3. M. AnpbekoBa. — CraBponons : Cesepo-Kaskasckuii (enepanbHblii
yHuBepcuteT, 2018. — 165 c. — Texkcer : anexrponHsiii // [ludpoBoit 00pa3oBaTebHBIN
pecypc IPR SMART : [caiir]. — URL: https://www.iprbookshop.ru/92548.html. —
PesxuM poctyna: uist aBTOPU3UP. TMOJIb30BaTeNeH

Hposznosa, E. H. MH(hOKOMMYHUKAIIMOHHBIE CHCTEMBI U ceTH : yueOHoe mocobue / E. H.

Hpo3noBa. —  Cankr-Ilerepoypr : Cankt-IleTepOyprckmii  rocyaapCTBEHHBIN
YHUBEPCUTET MNPOMBILUIEHHBIX TEXHOJOTMH W nu3aiiHa, 2017. — 140 c. — Teker :
anekTpoHubit // LudpoBoii obpazoBarensHbiii pecypc IPR SMART : [caiir]. — URL:
https://www.iprbookshop.ru/102421.html. — Pexum poctyma: [Isi aBTOPU3HP.

nosib3oBateneit. - DOI: https://doi.org/10.23682/102421

Edpomees, H. M. Hccnenoanue omnepanuii. Y. 1. JluneitHoe mporpaMMUpoOBaHHE :
yuebnoe mocobue / H. M. Edpomees, E. B. EbpomeeBa. — CaparoB : By3oBckoe
obpazoBanue, 2021. — 137 ¢c. — ISBN 978-5-4487-0198-6. — TekcT : 31MeKTPOHHBIH //

udposoit  oOpazoBatenbublii  pecypc IPR SMART : [caiit] — URL:
https://www.iprbookshop.ru/118468.html. — Pexum pmoctyma: st  aBTOPU3HP.
M10JIb30BaTENEH

3abenun, C. JI. MHPOKOMMYHHKAITMOHHBIE CHUCTEMBI U CETH : Y4eOHO-METOIUYECKOE
nmocoobue / C. JI. 3abemun. — HoBocubupck : CuOMpCKHil TroCyIapCTBEHHBIN
YHHMBEPCHUTET TeJIeKOMMYHHUKamii u uHpopmaruku, 2020. — 160 c. — Tekct
anekTpoHubit // LudpoBoii obpazoBarensHbiii pecypc IPR SMART : [caiir]. — URL:
https://www.iprbookshop.ru/117097.html. — Pexum pmoctyma: [Isi  aBTOPH3HP.
M10JIb30BaTENEH

4.2. DjieKTpOHHBIE 00pa3oBaTe/IbHbIE Pecypchl

1.

2.

DiekTpoHHas Oubmmoteunas cucrema «OBC IOPAUMT» Biblio-online.ru (3BC
«IOpaitt») [Dnextponnsiii pecypc]. — URL: https://urait.ru/.

OnektponHo-Oubmoreunas cucrema ZNANIUM [Onekrponnsiii pecypc]. — URL:
https://znanium.com/.

OnekTpoHHass OuOnmoreyHass cucreMa «KoHcynbTaHT —cTyneHTa» [DIEKTpOHHBIN
pecypc]. — URL: https://www.studentlibrary.ru/.

e-Library.ru: Hayunas »snextponHas OuOnmoreka [Onektponnbii pecypc]. — URL:
http://elibrary.ru/.

Hayunas snektponnas oubnuoreka «KubepJlenunka» [Dnexkrponusiii pecypc]. — URL:
http://cyberleninka.ru/.

Nndopmanmonnas cucrema «EnuHoe OKHO IocTyma K 00pa3oBaTENIbHBIM pecypcam»
[QnexTponnsiil pecypc]. — URL: http://window.edu.ru/.
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http://window.edu.ru/
http://cyberleninka.ru/
http://elibrary.ru/defaultx.asp
https://www.studentlibrary.ru/
https://znanium.com/
https://urait.ru/

7. @enepanbHbIl LEHTp HHYOPMAITMOHHO-00PA30BATENBHBIX PECYPCOB [DIEKTPOHHBIH
pecypc]. — URL: http://fcior.edu.ru/.
4.3. CoBpeMeHHbIe NPO(ecCHOHAJIBHBIC 0a3bl JAHHBIX M MH(OPMAIMOHHBIC CNIPABOYHbIE
CHCTEMBI

OOyuaromuMess  obecrieueH J0CTyn (yAaJdCHHBIH JOCTYN) K HHD)KE CIETYIOUUM
COBPEMEHHBIM Tpo(decCHOHABHBIM 0a3aM JTaHHBIX W WH(QOPMAIMOHHBIM CIIPABOYHBIM
cCHCTEMaM:

1. CnoBapm u »SHUMKIONEAMM Ha Akagemuke [OnextpoHHsli pecype]. — URL:
http://dic.academic.ru.

2. Cuctrema uHpopmanmoHHO-ipaBoBOro obecreueHus «lapanT» [DIeKTpOHHBIN pecypc].
— URL: http://ivo.garant.ru/.

4.4. KoMmjieKT JIMIEH3HMOHHOI0 M CBOOOJAHO PacCHpPOCTPAHAEMOr0 IPOrpaMMHOIO
o0ecrnevyeHusi, B TOM YHCJIe 0T€4eCTBEHHOI 0 IPOM3BO/JACTBA
1. JluueHsuoHHOe mporpaMMHOE oOecreyeHue: oOmepanuoHHas cuctema Microsoft
Windows, naket opucHbIx npuioxenuit Microsoft Office.
2. CBobOomHO pacmpocTpaHsieMOe TIpOrpaMMHOE oOOecTieueHre: CBOOOIHBIC TMAKEThI
oucuHbix npunoxennit Apache Open Office, LibreOffice.
3. IIporpammuoe obecriedeHHE OTEYECTBEHHOTO IPOW3BOJICTBA: CIIPABOYHO-TIPABOBAS
cucrema «l'apanT» (OneKTpOHHBIM Nepuoanueckuid cnpaBoyHuK «Cucrema 'APAHTY),
obpasoBarenpHast miatgopma IOPAWT (DnextponHas 6ubamoredHas cucrtema «OBC
FIOPAWT» Biblio-online.ru (OBC «IOpaiit»)), 31eKTPOHHO-OHOIHOTe Has CHUCTEMa
ZNANIUM, snextponnast bubnunoreunas cucreMa « KOHCynbTaHT CTyZieHTay.
4.5. O0opynoBaHue M TeXHHYECKHE CPeICTBA 00yUeHHUs

Jns peanuzanuyl  TUCHUTUIMHBI (MOMIYJSI) HCIONB3YIOTCS y4YeOHBIC ayIUTOPUHU  JUIS
NPOBEICHUS Y4YeOHBIX 3aHATUH, KOTOpPbIE OCHAILICHbI OOOPYIOBaHHEM M TEXHUYECKUMHU
cpeacTBaMu OOy4YCHHs, U TIOMEIICHUS ISl CAaMOCTOSITEIbHOW pabOThl 00yJaromuXxcsi, KOTOphIe
OCHAILIEHbl KOMITBIOTEPHON TEXHUKOH C BO3MOXKHOCTBIO MOJAKIIOUEHUS K ceTH «VIHTepHeT» u
oOecrieueHbl JIOCTYNIOM B DJEKTPOHHYI WH(OpPMAIMOHHO-00pa3oBaTenbHyo cpeny PXTY
uM. /.. MengeneeBa. JlonyckaeTcs 3aMeHa 000pyA0BaHUsI €r0 BUPTYyaJbHBIMHU aHAJIOTaMHU.

HaumeHoBaHHe y4eOHBIX AyAUTOPHI IS OCHaLIEHHOCTh Y4eOHBIX AyANTOPHI [UISl IPOBECHUS
NpoBeAeHUs YUeOHbIX 3aHATUHH U Y4eOHbIX 3aHATUI ¥ MOMEeLIeHNH JIsl CAMOCTOSITe1bHOMI
NMOMeLIeHMI /ISl CAMOCTOSITeJILHOM padoThI 000pY10BAHHEM M TeXHHYECKHMMH CPeICTBAMMU
padoThI* o0y4eHust
Y4yeOHbIE  ayquTOpMM  JUIA  TPOBEACHHS | YueOHas ayAWTOpHs YKOMIUIEKTOBAaHA CHELHHAIM3MPOBaHHON
yuEOHBIX 3aHITHH MeOelNplo, OTBEYAOUIEH BCEM YCTAHOBJIECHHBIM HOpPMaM |

TpeOOBaHUAM, O0OPYNOBAaHHEM M TEXHWYECKUMH CPEIICTBAMH
00y4eHus (MOOMIIBHOE MYJBTUMEIUHHOES 000PYIOBAHHE).
[Tomemnienune 1t caMOCTOSITENEHON paboTHI IlomemieHne  OCHAIIEHO  KOMIIBIOTEPHOM  TEXHUKOM ¢
BO3MOXKHOCTBIO ~NOAKIIOUEHHs K cetd «MHTepHer» U
obecrieyeHHeM JIOCTyNa B 3JEKTPOHHYIO HH(OPMAIOHHO-
obpaszoBatenpHyto cpeny PXTY um. J[.M. MengeneeBa u K
3bC.

* HoMmep KOHKPETHOW ayJUTOPHWH yKa3aH B IpHKa3e 00 ayIUTOPHOM (OHAE, PaCHHCAHWUU YUCOHBIX 3aHATHI H
pacnucaHuy IPOMEXYTOYHON aTTeCTalnH.
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